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TENDER DOCUMENT 1 (TD1): CALL FOR TENDERS

This Call for Tenders, designated as Tender Document 1 (TD1), should be read in
conjunction with other ~ Tender D ocuments related to this PCP, listed hereunder:

Tender Document 2 (TD 2): NDA

Tender Document 3 (TD 3): EURI Template

Tender Document 4 (TD 4): Technical Offer

Tender Document 5 (TD 5): Financial Offer and Cost Breakdown
Tender Document 6 (TD 6):  Declaration of Honour

Tender Document 7 (TD 7): Consortia Statement

Tender Document 8 (TD 8): Subcontracting Statement

Tender Document 9 (TD 9): Legal  Capacity of the Tenderer Statement
Tender Document 10 (TD 10): Declaration of pre -existing rights
Tender Document 11 (TD 11): Framework Agreement

Tender Document 12 (TD 12): PCP Specific contract for Phase 1
Tender Document 13 (TD 13): End of Phase (1, 2, 3) report
Tender Document 1 4 (TD 14): Contractor details and project abstracts
Tender Document 15 (TD 15): PCP Specific contract for Phase 2
Tender Document 16 (TD 16): PCP Specific contract for Phase 3
And Annexes:

Annex 1 . Definitions

Annex 2. Checklist of documents and actions

Annex 3. Techniques and approaches to Atrtificial Intelligence
Annex 4. Minimum Documentation of the Application

Annex 5. Information about the Public Buyers

Annex 6. Confidential information

Annex 7. Preexisting rig ht of the Public Buyers

Annex 8. List of environmental, social and labour law obligations established by
Union law, national legislation, collective agreements or the international
environmental, social and labour conventions which tenders must comply with

All documents - except the confidential ones  that will be re ceived after signing the
NDA (TD2) and the EURI Template (TD3) - are available on PREVENT website
www.prevent -pcp.eu

This project ha s received funding from the European Union's Horizon 2020
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PREFACE

This PREVENTCall for Tenders invites all interested parties to present their offers to
improve the security in public transport through innovative procurement of
technological solutions.

The proposed technologies shall endow Public Transport O perators with solutions
enhancing security situational awareness through:

1. Timely automatic detection of potentially dangerous unattended items in Public
Transport Infrastructure and in public areas in the vicinity;

2. Identification and tracking of perpetrators;

3. Integration/interoperability of the technology in standard crisis management
systems and VMS.

PREVENTis a research & development (R&D) services procurement which is conducted
through a Pre-Commercial -Procurement (PCP).

The PCP approach and how it differs from traditional procurement will be explained
in Section 1 . In addition, a general introduction to the procurers involved (also
referred to as @uyers Group 9 is provided.

Section 2 introduces the overall challenge thi s PCP must address and the motivation
behind it. It explains the different phases of the PCP and the expected outcome of

each phase. This Section also provides with an overview of the timeline, budget, and
procurement approach.  Finally, Intellectual Proper ty Right (IPR) considerations are
addressed.

Section 3 explains the preconditions for submitting a Tender, and an overview of the
criteria to be used in the evaluation of the Tenders. The process es for the evaluation
of the Tenders are detailed in Section 4.

Section 5 explains the conditions of the contracts between the winning Tenderers
and the Buyers Group, including the monitoring process, results evaluation, payment
conditions and communication with the Buyers Grou  p.

Section 6 addresses miscellaneous issues.

This PCP procurement i s part of a project t hat
Horizon 2020 Research and Innovation Programme, under Grant Agreement No
101020374 ( https://www.prevent _ -pcp.eu)

The contracts are therefore subject to additional rules based on the EU GA No
101020374.

Attention: The EU (and/or any of its services) is not participating as a Contracting
Authority in this procurement.

This project ha s received funding from the European Union's Horizon 2020
n research and innovation programme under grant agreement No 101020374
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ABBREVIATIONS AND ACRONYMS

CoC Code of Conduct
CSli Commercially Sensitive Information
DPA Data Privacy Agreement
DPIA Data Protection Impact Analysis
EAFIRinitiative European Assistance for Innovation Procurement initiative
EU European Union
FAIR FAIR-principles: Findable, Accessible, Interoperable, Re -
usable *
FRAND Fair, Reasonable and Non -Discriminatory
GA Grant Agreement
GPA Government Procurement Agreement
H2020 Horizon 2020
IPR Intellectual Property Rights
LEA Law Enforcement Agency
LCC Life -cycle cost
MS Member State
OECD The Organisation for Economic Co  -operation and
Development
oMC Open Market Consultation
0SS Open Source Software
PC Project coordinator
PCP Pre-Commercial Procurement
PEC Procurement Evaluation Committee
PIN Prior Information Notice

! Directive (Eu) 2019/1024 of the European Parliament and of the Council of 20 June 2019 on open data

and the re -use of public sector information. Official Journal o fthe European Union L 172/56, 26.6.2019.

Recital 27. Article 10. Research data. o1l. Me mb e r  SBsuppdrtehe availhbiity of research data

by adopting national policies and relevant actions aiming at making publicly funded research data
openly available (6open access policiesd), following the pt
the FAIR principles. In that context, concerns relating to intellectual property rights, personal data
protection and confidentiality, security and legitimate commercial interests, shall be taken into account
with the pribtéeplasot!l éaedopennascsepPpdasyd. T

in accord
policies

ance
shall

be addressed to research performing
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PO Project Officer

PPI Public Procurement of Innovative solutions
PTO Public Transport Operator
R&D Research and Development
SMEs Small and Medium Enterprises
SOTA State-of -the -Art Analysis
TCO Total Cost of Ownership
TED Tenders Electronic Daily
T™MC Technical Management Committee
TRL Technology Readiness Levels
VAT Value Added Tax

VC Venture Capital
VMS Video Management System
WTO World Trade Organization
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SECTION 1: THE PCP PROCEDURE
1.1 Introduction

The Contracting Authority invites Tender ers to submit offers for the provision of R&D
Services for the Prevent PCP Project.

This PCP will be conducted in accordance with the procedure explained in section 2.2
below.

The budget for the PCP amounts  to a maximum of 7,526 ,881.72 O (see section 2. 5
below).

Tenderers should aim at a market introduction of their new solution at a maximum
of four (4) years after the end of the PCP.

When tendering for this PCP, it should be considered that the offered Price should
reflect the fact that the Intellectual Property Rights (IPR) stay with the Contractor  (see
section 2.7) .

While every effort has been made to provide comprehensive and accurate information

in all notices and documents prepared for the purposes of this PCP, the Contracting
Authority does not accept any liability or provide any expressed or implied warranty
in respect of any such information. Tenderers must form their own conclusions about
the solution needed to meet the requirements set out in the Tender Documents and
may wish to consult their legal advi  sers.

The Contracting Authority does not bind itself to accept the lowest priced or any
Tender. The evaluation process is described in detail under section 3 of the present
document.

The Call for Tenders does not constitute an offer or commitment to enter into a
Framework Agreement.

No contractual rights in relation to the Contracting Authority will exist unless and
until a formal written Framework Agreement has been enteredinto by the Contracting
Authority.

Any notification of a successful Contractor s tatus by the Contracting Authority shall
not give rise to any enforceable rights by the Contractor.

The Contracting Authority may cancel this PCP procedure atany time prior to a formal
written Framework Agreement and Specific Contract being executed by the
Contracting Authority.

The Call for Tenders supersedes and replaces any and all previous documentation,
communications and correspondence between the Con tracting Authority (in its own
name and on behalf ofthe  Buyers Group ) and Tenderers, and Tenderers should place
no reliance on such previous documentation and correspondence.

This PCP is an open tendering procedure and participation is on equal terms to all
types of operators from the countries provided under section 3.1 of the present
document (Eligible tenderers, joint tenders and subcontracting) regardless of their

size or governance structure. There will, however, be a requirement relating to the

plac e of performance of the R&D Services.

For Phases 2 and 3, participation is limited to Contractors that successfully completed
the preceding Phase.

Tenders may be submitted by a single entity or in collaboration with others. The latter
approach can involve either submitting a Joint Tender or Subcontracting, or a
combination of the two approaches.
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Participation in the Open Market Consultation (OMC) is not a condition for submitting
a Tender.

1.2 Procurer(s) and other parties involved in the PCP

This procurement relates to a joint PCP that will be carried out by the following
Contracting Authority : KENTRO MELETON ASFALEIAS (KEMEA), Greece.

The Contracting Authority is appointed to coordinate and lead the joint PCP , and to
sign and award the frame work agreement and the specific contracts for all phases of
the PCP, in the name and on behalf of the following Buyers Group

1. CONSEIL REGIONAL PROVENCE ALPES COTE D'AZUR (REGSUBjance,

2. SOCIETE NATIONALE SNCF (SNCF), France,

3. REGIE AUTONOME DES TRANSPORTS PARISIENS (RATP), France,

4. AYUNTAMIENTO DE SEVILLA (SCC), Spain,

5. TRANSPORTES URBANOS DE SEVILLA SAM (TUSSAM), Spain,

6. Ferrocarrils de la Generalitat de Catalunya (FGC), Spain,

7. METROPOLUTANO DE LISBOA EP (ML), Portugal,

8. FERROCARRIL METROPOLITA DE BARCELONA SA (TMB), Spain,

9. FERROVIENORD S.p.A. (FN), Italy,

10. AZIENDA MOBILITA E TRASPORTI SPA (AMT)), Italy,

11. PRORAIL BV (PRORAIL), Netherlands,

12. YPERASTIKO KTEL NOMOU IOANNINON ANONYMI METAFORIKI, TOYRISTIKI KAI
EMPORIKI ETAIREIA DYTIKHS ELLADAS (KTEL), Greece,

The Contracting Authority is part of the Buyers Group . See Annex 5. Information
about the Public Buyers f or more information

1.3. Preferred part ners

Preferred partners are potential buyers of the solutions that have expressed special
interest in the PREVENT PCP. They will be informed of all aspects of the PREVENT PCP
and will be afforded access to all information concerning the PCP, as they will support
the Buyers Group regarding the collection of requirements and the translation of

these requirements into tender specifications and evaluation criteria / KPls, as well

as the validation of the outcomes in the last PCP phase.

Preferred partners will not be part of the IPR allocation strategy/IPR ownership
provisions.

At the date of publication of the Call, the preferred parties are the following:

Legal entity Country
Wiener Linien Austria
Ministere des Transports - Police Nationale France
Union International des Chemins de Fer (UIC) France
IDF MOBILITE France
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Palice of Ireland Ireland

FNM S.p.A ltaly

Arriva The Netherlands
NS The Netherlands
Polish Internal Security Agency Poland

ZTM Poland

Lodz Police Poland

Metro de Bilbao Spain

Brescia Mobilita Italy

EAV NAPOLI Italy

Metro de Madrid Spain

Carris Portugal

Modifications to the list of preferred partners will be included as an amendment of
the Framework Agreement (TD  11).

1.4 General context & background
This procurementisa Pre-Commercial Procurement (PCP).2

PCP challenges innovative players on the market, via an open, transparent
competitive process, to develop new solutions for a technologically demanding mid
to long -term challenge that is in the public interest and requires new R&D.

2 For more info about pre -commercial procurement (PCP): https://ec.europa.eu/digital
market/en/pre -commercial -procurement

This project ha s received funding from the European Union's Horizon 2020
- research and innovation programme under grant agreement No 101020374

and

-single -

12



L) & preventpcp

Public Procurement of
Innovative Solutions (PPI)
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In this context, PCP enables the co -creation of innovative solutions by R&D suppliers
(e.g. technology providers, researchers) and contracting authorities.

PCPis an approach to procure R&D services that involves competitive development
in phases, risk -benefit sharing under market conditions and that aims to create
growth and jobs in Europe.

The services provided may not exceed the scope of R&D services, which cover
fundamental research, industrial research and experimental development. It may
include exploration and design of solutions and prototyping up to the original
development of a limited volume of first products or services in the form of a test

series. Original development of a first product or service may include limited
production or supply in order to incorporate the results of field -testing and to
demonstrate that the product or service is suitable for production or supply in
guantity to acceptable q uality standards. R&D does not include quantity production

or supply to establish commercial viability or to recover R&D costs. It also excludes
commercial development activities such as incremental adaptations or routine or
periodic changes to existing pr  oducts, services, production lines, processes or other
operations in progress, even if such changes may constitute improvements.

The definition of services means that the value of the total amount of products
covered by the contract must be less than 50 % of the total value of the PCP framework
contract.

1.4.1. Public procurement of R&D services

PCP addresses mid - to long -term public procurement needs for which either no
commercially stable solutions exist yet on the market, or existing solutions exhibit
structural shortcomings that demand further R&D. PCP is a way for contracting
authorities to t rigger the market to develop new solutions that address these
shortcomings. PCP focuses on specific identified needs and provides customer
feedback to businesses from the early stages of R&D. This improves the likelihood of
commercial exploitation of the n  ewly developed solutions.

1.4.2. Competitive development in phases (multiple sourcing)

A PCP targets situations that require R&D and for which there are no solutions
on or close to the market yet. Different market parties may have different ideas
for solu tions to the problem. As R&D is yet to take place, there is not yet any
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proof as to which of these potential alternative solutions would best meet
customers' needs.

A PCP therefore awards R&D contracts to a number of competing contractors at
the same time, in order to compare different approaches to solving the
problem. It thus offers innovators an opportunity to show how well their
solution compares with others and to obtain a first customer test reference.

A The phased approach progressively identifies the s olutions that offer the best
value for money and best meet the customer needs. It allows successful
contractors to improve their solutions gradually based on lessons learnt and
feedback from the contracting authority. It also makes it easier for smaller
companies (including SMEs and start  -ups) to participate in the PCP and to grow
their business step -by-step throughout the PCP.

A PCP may include the purchase of the limited set of innovative solutions that
were developed and tested during the PCP. Depending on the outcome of the
PCP, contracting authorities may or may not decide to follow -up the PCP with
a public procurement for wider diffusion of the innovative solutions (Public
Procurement of Innovative solutions).

1.4.3. Risk -benefit sharing at market conditions

A PCP allocates to each contractor the ownership of the IPRs attached to the
results it generates during the PCP so that contractors can widely exploit the
newly developed solutions commercially. The contracting authority receives
the rights to u se the R&D results and licensing rights subject to certain
conditions (see more details in the contract).

A PCP is not a grant or subsidy. It is a public procurement of R&D services at
market price, thus providing contractors with a transparent, competitive and
reliable source of financing for the early stages of their research and
development.

1.4.4. Creating growth and jobs in Europe

A PCP procurements are exempted from the EU public procurement directives,
the WTO Government Procur ement Agreement
procurements agreements with third countries.

A PCP procurements can thus contain conditions, for example conditions t hat
restrict access of third country bidders to the procurement and place of
performance conditions that require selected contractors to locate a specific
part of the R&D activities for the contract, including in particular the principal
researcher(s) work ing for the PCP contract, in Europe.

1.5 Procurement approach

In this procedure, only those  Tenderers that sign and submit the NDA (TD2) and the
EURI Template (TD3) will receive the RESTREINT UE/EU RESTRICTED and/or
confidential information and be invited to submit a Tender.

On a first step, in order to receive the RESTREINT UE/EU RESTRICTED and/or
confidential information, interested tenderers will have to sign and submit:

1 AnNDA (TD2) - To be filled in, signed and submitted by the Tenderer, by dully
a authorised person. All members of a Consortium (if applicable), all
subcontractors (if applicable) and Third Parties (if applicable) also have to sign
it by a duly au thorised person.
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1 AnEURITemplate (TD 3) - To befilled in, signed and submitted by the Tenderer,
by a dully authorised person. All members of a Consortium (if applicable), all
subcontractors (if applicable) and Third Parties (if applicable) also must have
it signed by a duly authorised person.

The person signing both documents on behalf of the tenderer must have the
necessary powers to bind the Tenderer.

*This means that tenderers also need to submit proof of this power. A
document from the chamber of commerce in which they are registered is
sufficient as long as one of the persons appearing in the document is the one
signing and has the power to do so. If not, the person signing must a ttach a
proxy indicating they have the powers to sign and the chamber of commerce
document, indicating that the person that signed the proxy, can bind the
company and transfer those powers

On a second step , and once these two documents have been filled in , signed and
submitted, the Tenderer will receive the restricted information (physical documents

in the physical address indicated in the template) necessary to submit an adequate

offer within the set deadline as established in section 2.6.

* In the case of members of a Consortium (if applicable), subcontractors (if
applicable) and Third Parties (if applicable) that join on a later stage, the
Tenderer that first received the RESTREINT UE/EU RESTRICTED information will
be responsible and liable for the handling of (and potential damages caused
by) the RESTRAINT UE/EU RESTRICTED information by the new partners.

5 Attention:

9 Tenderers that do not  submit these documents  (and/or have them signed by
an unauthorised person)  will be excluded.

9 Should there be an incorrect or incomplete NDA (TD2) and/or EURI Template
(TD3), the Lead Procurer has the right (but is not obliged) to ask for an
amended document . If the Tenderer does not submit the necessary
information within five 5 (five) days from the written request of the Lead
procurer, it will lead to automatic exclusion.
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SECTION 2: SCOPE OF THE TENDER
2.0. Situation of the State -of -the -Art
Current situation:

In the current security context, video analytics can be a great decision -making tool to
increase the operational efficiency of security forces. Several use cases are now being
tested, and even industrialized around the world: Tracking of people, detection of
assault and fighting, detection of smoke, detection of abnormal behaviour, detection

of intrusion, detection of illicit sales, etc. Among these use cases, the detection of an
unattended item represents a major challenge for public transport operators.

Indeed, although often involuntary, the unattended item can have serious
consequences on the security of people, goods and the disruption of the traffic. ® For
example, in France, the discovery of an unattended item leads to the execution of a

well -defined procedure. This procedure applies in the same way, regardless of
whether the first report of the object is made to a transport operator or to the Police.

If the object is an empty bag, a small object (smaller than a smartphone), or an open
baggage for which the content can be seen, the procedure is not triggered.

The process generally includes three main steps:
Classification of the item:
9 Discovery of an item or regular luggage.

9 Discovery of a dangerous item: The object potentially presents, by its form, its
constitution or a written message, a strong risk of containing explosive
materials (gas bottle, cooler, presence of electric wires or of a message
referring to a terrorist action.)

Quialification of the item:

9 Search for the owner of the item: Announcement at the station and use of
CCTV to find the owner of the unattended item. If the owner shows up, the
alert is ended after verifying the content of the i tem and the identity of the
person.

9 Solicitation of the police sniffer dog squad (depending on availability in the
sector).

Treatment of the item:

1 After a specific duration without news from the owner, a security perimeter is
set up and the police is conta cted. Depending on where the item is located,
the station may be totally or partially evacuated, and some trains stopped.

1 The police report the luggage as a suspicious item and increase the security
perimeter if they consider it necessary. They also contac tthe demining service.

1 The demining service, once on site, proceeds to the inspection of the item and
then decides whether to detonate the item or not.

1 Once the intervention of the demining service is completed, the perimeter is
cleared, and the traffic ¢  an restart gradually.

3 For informational purposes, in 2019, 3,130 packages / objects / luggage have been forgotten or abandoned across the
French SNCF network. Of these 3,145 items, 53% were found at stations and 47% on trains. 69% of unattendedritems o
in major Parisian stations.
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In this context, it is important to improve the efficiency of this time -consuming
procedure. The purposes of this optimization are as follows:

1 Improve the security of goods and people in particular:
0 by enabling an earlier detection of any unattended item;

0 by enabling the ending of the procedure in the first 15 minutes by
locating the owner before the intervention of the police;

9 Limit traffic disruption;

1 Improve the efficiency of the management of the PTO security missions.
The objectiv e is therefore twofold:

9 Quickly detect the presence of an unattended item;

1 Find and track the owner of the item.

Shortcomings in the state -of -the -art:

The process of detecting unattended items and finding their owner is time

consuming, involves many actors and is quite complicated to set up. Currently, the

only solutions being used are human surveillance and CCTV systems (without any

efficient analytics) and for the content analysis, sniffer dogs or pyrotechnicians. The

current available solutions not only do not s at
reqguire the officer's and/ or dogds | ife to be e
before calling on the d o0gs, a security perimeter is set up, meaning that if the

unattended item is dangerous, the attack may occur largely before this security
perimeter set up. Moreover, depending on where the item is located, the station may
be totally or partially evacuated, and as a conseqguence, the trains

must be stopped causing serious economic damages to the PTOs.

The available solutions are not sufficient to cover these shortcoming for two main
reasons:

1 Asthe number of video operators is limited, it is very difficult to detect the security
events upstream or in real time (assault, theft, illicit sales, etc.). Numerous studies
have also shown that 95% of incidents are likely to be missed by video operators.
This raises questions about the true return o n investment of CCTV as a public
safety solution. Video analytics is a way to overcome this: by analyzing 100% of
video streams from the cameras, it provides existing systems with an efficiency
that would be impossible to achieve only with human capabiliti es.

91 Sniffer dogs and pyrotechnicians are very effective but often intervene too late.
The security perimeter is already set up disrupting the flow of people.

It is therefore essential to find a solution that can detect the item and find the owner
during t he first minutes after abandonment, which are often crucial. Video analytics
can again help solve the problem very quickly.

Following the findings of the State  -of-the -Art analysis and various market solutions

on the topic, commercial solutions that meet t he needs of PREVENT PCP end users
have still not been found. In addition, technologies developed and tested in other
countries have not yet obtained sufficient results. It should therefore be emphasized

that there are market available technologies and R&D products that can be used to
facilitate the identification of abandoned objects, but these solutions are not
dedicated to this problem and their functionalities do not satisfy the end users.
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More specifically, CCTV cameras are still not exactly dedicated solutions aimed at
identifying abandoned objects and they do not show a satisfactory degree of
automation and efficiency. In addition, their use in this area always requires the
involvement of an operator, which is considered time consuming in such critica
situations. On the other hand, end users still emphasize the need to refine the
existing solutions in terms of the complexity of the real life scenarios, i.e. the number
of people on stage and the need to incorporate more advanced areas of the system
architecture (sensors and extended algorithms) into the demonstrated solution. The
process can be improved using an artificial intelligence/machine learning solution
that makes it possible to detect the unattended item very quickly as soon as it is
abandoned and to find or locate the owner of the item during the first minutes.

Several initiatives have been put in place in order to experiment on the automatic
detection of unattended items and owner tracking using video analytics solutions
through non -biometric data.

The results of these POCs have shown that none of the tested technological solutions
are mature in a PTO environment.  They raised too many false alarms and miss too
many situations to be efficient in operational condition and to be used by video
ope rators.

Besides, t he solution needed to address the gap of the common challenge must
combine the two units (Automatic unattended item detection and tracking using non -
biometric data) in order to find at the same time an unattended item and its owner.

To date, this kind of solutions are not available in the market.

Those results can be explained by the following 3 major issues and gaps to address:

- The lack of knowledge on the specific situations to be detected (type of items,
suspicious behaviours , critic situations, association between item(s) and
owner(s), etc.).

- The complexity of public transport environments (variable population density
and movements, cameras coverage in the stations and on -board of the trains,
etc.) and the unavailability of CCT  V video datasets to train the algorithms with
realistic and representative inputs.

The insufficient performance and efficiency of the algorithms, especially for the
association between items and its owners in a video footage.

2.1. PREVENT PCP Challenge

PREVENT PreCommercial Procurement (PREVENT -PCP) focuses on augmenting the
security in public transport through the development of innovative solutions. The

novel technologies should endow Public Transport Operators (PTOs) with solutions
enhancing security situational awareness through:

i.  Timely automatic detection of potentially dangerous unattended items in
Public Transport Infrastructure and in public areas in the vicinity;
ii. Identification and tracking of perpetrators; and
iii. Integration/interoperability of the technology in standard crisis management
systems and Video Management System ( VMS).
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You can find more information about the project in the following video:

https://vimeo.com/436910503

This procurement is for R&D services to develop solutions carrying out the following
features :

1. Object classification/detection: capability to distinguish various objects
(luggage, handbag, anilocedelthemiptheaimagen, ¢€é) and
2. Association of an item to a person or a group: capability to associate an item
to his / its owner(s)

3. Person re -identification (non -biometric or biometric / body or facial
recognition):

PREVENT PCP will thus tackle the following ch  allenges:

1. Develop a solution able to detect very specific situations, based on many and
variable criteria (type of items, suspicious behaviours, critic situations,
association between item(s) and owner(s), etc.).

2. Reach high level of performance and efficie ncy for each algorithms modules
of the global solution, especially the one to associate item(s) and owner(s)
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3. Consider the complexity of public transport environments (variable population
density and movements, cameras coverage in the stations and on -board of the
trains, etc.)

Hence, t he main technical requirements and challenges are based on the following
points:

9 The solution to develop contains the following features:
0 The accurate detection of unattended items, through:
A Object classification: the list of items to detect will be defined in
the tender and the solution will have to be trained to detect them
A Object/people association: the precise association between
thes e objects and the owners will be very important
A Object/people interaction: some specific situations will be
defined as to be detected
0 The tracking of the owner through the existing CCTV system, with and
without using biometric data

1 Some CCTV data sets for the learning phase will be provided during the
project : extraction of data may not be available in certain countries due to data
confidentiality

1 The use of heterogenous CCTV infrastructures from the different Public
Transport Operator such as type of cameras, number of cameras, cameras
definition, video streams quality, coverage, field of view , humber of frames per
second : the performance may vary depending on the cameras selected and
locations of the pilot

1 The interconnection betwee n different internal systems as well as between
different external systems: an involved actor in the pilot may have multiple
systems and may connect to other external systems throughout the processes

1 The data transfer across multiple actors which will ne ed to meet the GDPR
requirements, for example during the tracking of the owner(s) crossing
multiple partnersd zones

=

The integration and interoperability of the solution in standard crisis
management systems and Video Management System

1 The possibility to use biometric data or non-biometric data or mixed data to
track the owner(s) of the unattended item.

The Prevent PCP aims to develop a solution that works on the premises of the PTO.
The technology vendors should be developing software that will be implemented in
the facilities of the participating PTOs during Phase 2 and Phase 3.

2.2. PREVENT PCP Procedure

The PCP shall follow the phased PCP model described in the 1.4 section, aiming at
conducting R&D services up to the development of a limited volume of first products.
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This PCP will be divided into three Phases. Each Phase will result in a competition
between the Tenderers in such a way that the number of Tenderers shall decrease
from one Phase to the next one to ensure selecting those that best address the
technical challenge on whic h this PCP is based.

1 PCP PHASE 16 Solution Design
1 PCP PHASE 29 Prototype Development
1 PCP PHASE 33 Operational Validation

2.3. Expected outcomes (per phase)
1 Phase 1: Solution Design

During this phase, the awarded R&D providers are asked to describe the solution
providing the complete architecture , hardware needed and design of the end-to-end
solution and verifying the technical, economic and organizational feasibility of their
solution approach to address the PCP challenge, taking into account the results of

PCP Phase 0. Designs contain the Oblueprintso
detailed illustration of all the components, al gorithms and processes that each
contractor will deliver to the Consortium for evaluation and assessment. Emphasis
will be given to the design of a cost -effective solution adopting also a design
approach that guarantees that the security, ethical and priva Cy issues are respected.
The interoperability of the proposed solution will be also one of the core subjects of

the evaluation during the said Phase. The Contractors will also explain how they plan

to engage with VC organizations.

The Contractors will also  be expected to explain how the solution works with
biometric and non -biometric data . At the beginning of Phase 2, the Contractors will

receive training video datasets (with several unattended items situations) directly
extracted from the CCTV systems of the PTOs that will welcome a Pilot . The
Contractors will also receive general instructions on how the videos will be

transferred and how this information needs to be handled. In Phase 1, the

Contractor(s) will have to explain how they will use those video s to develop the
solution.

During Phase 1, the Public Buyers will request from the contractors a series of
deliverables in order to evaluate their progress based on a predefined set of criteria.

The PEC and the TMC will be responsible for achieving an effective monitoring.
Monitoring meetings can be held physically or online and will be agreed between the
Contractor andthe TMC atleastona biweekly basis. So, the technical progress of the
Contractors will be monitored through the Solution Design Phas e by way of biweekly
meeting s, which shall commence upon signature of the Contracts. In these meetings

the Contractor shall give  biweekly progress presentations that will be used for
reviewing against the expected outcomes (milestones, deliverables and out put or
results) for the Solution Design Phase. If there are issues to be discussed or clarified
with the Contractors, separate online meetings will be organized, according to the
principles of transparency and equal treatment.

For more information on the assessment of the satisfactory completion of the End of
Phase reports, please see section 5.2 Payments based on Satisfactory Completion of
Milestones and Deliverables of the Phase.

1 Phase 2: Prototype Development

Selected for Ph ase 2 Contractors will develop a first prototype based on the design
documents delivered in the previous phase and test their solutions in lab conditions :
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The technical performance measured by using training video datasets (with several
unattended items si tuations) directly extracted from the CCTV systems of the PTOs
that will welcome a Pilot

Prototypes will then be tested and verified by the TMC to provide a measure of the
technical performance of each solution with a test video dataset.

After those first tests, the Contractors will install ~ their Prototypes in one SNCF
controlled lab environment , directly connected to the real CCTV system (around 50
cameras) of Paris Nord Station in order to measure and verify the technical
performance of each solution in real condition s (Factory Acceptance Test), and their
readiness for a pre -operational deploym ent. The tests of each solution will be
conducted simultaneously on the same video streams to ensure a fair evaluation. The
Contractors will  participate to the tests of their prototypes , and will previously train
the Technical team of SNCFto use their solution

During Phase 2, the Public Buyers will request from the Contractors a series of
deliverables in order to evaluate their progress based on a predefined set of criteria.

The interim pa yment(s) for the said Phase will be connected with specific deliverables
and milestones. On completion of Phase 2, the R&D providers will each deliver the
End of Phase 2 report requested by the Consortium, describing the performed
activities and the obtain ed results of Phase 2, the IPR, ethics and security handling
and an updated business/ commercialization plan

The technical progress of the Contractors will be monitored through the Solution
Prototype Phase by way of a biweekly presentation from the Contractors which shall
commence upon signature of the Contracts (throughout all Phases). The Contractor
shall deliver biweekly progress presentations that will be used for reviewing against
the expected outcomes (milestones, delivera bles and output or results) for the
Prototype Phase. If there are issues to be discussed or clarified with the Contractors,
separate online meetings will be organized, according to the principles of
transparency and equal treatment.

The PECand the TMC will be responsible in order to achieve effective monitoring.
Monitoring meetings can be held physically or online and will be agreed between the
Contractor and the TMC at least on a biweekly basis.

For more information on the assessment of the satisfactory completion of the End of
Phase reports, please see section 5.2 Payments based on Satisfactory Completion of
Milestones and Deliverables of the Phase.

1 Phase 3: Operational Validation

Phase 3 will validate the final solutions (at least two) in diverse condi tions, using the
detailed scenarios and processes developed in the Verification and Validation
Strategy. * All the prototypes and elements of systems issued from the previous
phases of the action will be documented and validated using a set of different four
complementary operational field trials (made available by the buyers) reflecting actual
operations. The Phase 3 testing is foreseen to take place in France, Spain, Portugal
and Italy. General operational practices will be identified, such as the type of
operational frameworks, type of personnel and interaction with other actors. Those

will be combined with  tools used up to current and future needs to be taken into
account. During Phase 3, a feedback mechanism will be established between the

* If more than two Contractors are selected for Phase 3, all the solutions will at least be tested in one
common pilot in the exact same conditions. Each solution will also be installed in at least one other pilot
site to be tested.
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Buyers Groups and the selected contractors in order for the latter to receive requests
for improvements directly fromt he end users.

For each pilot site, after the installation and first calibration of the solutions , the
Buyers Group will conduct technical performance evaluation s and provide feedbacks
to the Contractors . The Contractors will then have the opportunity to fine tune their
solutions before a second set of evaluations by the Buyers Group. Then the final
calibration and fine tuning will be set up and the video operators of the pilot sites

will use the solution s in real conditions to improve the management of real
unattended items.

The Buyers Group will request from the  Contractors an Installation Report for each
site, describing equipment and hardware, their relationships, with internal and
external flow detal s, and the solutionds configuration an
Video Management System (VMS) or Crisis Management System of the site
(description of all the features directly available in the VMS or in the Crisis
Management System) . Finally, a Field Ac ceptance Report related to the
accomplishment that the  at least two final solutions which have been deployed and
that the validation tests have been successfully performed in a real operational
environment will be requested. As in previous Phases, the interim payment(s) for the

Phase 3 will be connected with specific deli  verables and milestones. On completion

of Phase 3, the Contractors will deliver the End of Phase 3 report requested by the
Consortium.

The technical progress of the Contractors will be monitored through Phase 3 by way

of a biweekly presentation from the C ontractors that will be used for reviewing
against the expected outcomes (milestones, deliverables and output or results) for

the Operational Validation. Monitoring activities shall commence upon signature of

the Contracts. If there are issues to be discus sed or clarified with the Contractors,
separate online meetings will be organized, according to the principles of
transparency and equal treatment.

The PECand the TMC will be responsible in order to achieve effective monitoring.
Monitoring meetings can b e held physically or online and will be agreed between the
Contractor and the TMC atleast on a biweekly basis.

During Phase 3, the evaluation of the final prototypes will take place in four
operational pilots in four countries: France, Spain, Portugal and Italy , as indicated
below.

France Pilot: Paris - Marseille axis

This Paris -Marseille axis will allow the implementation of complete scenarios over 3
national stations , one metrop olitan station, and at least 2 transportation modes
(metropolitan trains in Paris and national train between Paris and Marseille). In Paris
several stations could be selected for the implementation of the Pilot:

- Chételet dLes Halles: It is a major train and  metro hub in Paris and one of the
largest underground stations in the world. It is the central transit hub for the
Tle-de-France metropolitan area, connecting three of five Regional Trains
(commuter -rail lines) and five of sixteen Metro lines.

- Paris-Nord (also known as Gare du Nord): It is one of the six major SNCF
terminus stations in Paris. It constitutes the head of the Parisian line of the rail
network serving the North of France, as well as the bordering countries. Due
to its proximity with Belgium, the Netherlands, Great Britain and Germany, it
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has always had a marked international vocation, before seeing its regional
traffic grow strongly. As for the Chatelet station, Paris Nord is a station for
SNCF (Trains) and RATP (Metro) at the same time.

- Paris-Gare-de-Lyon (also known as Gare de Lyon): it is one of the six major
terminus stations of the SNCF network in Paris. It is also a station of the lle -de-
France Regional Trains network. Gare de Lyon is the second station in Paris in
terms of traffic. An un derground station, common to RATP and SNCF, is
located under the train station. It is served by 2 Regional Trains and offers a
connection with 2 metro lines.

- In Marseille, the prototype will be implemented in Marseille -Saint-Charles: It is
the main railwa y station and intercity bus station of Marseille, France. It is the
main railway junction for regional, national and international trains (Belgium,
Switzerland, Germany, Italy, Spain). The four regional rail lines converge there
and provide 10 of the 16 tr  avel offers of regional trains. It is also the southern
terminus of the Paris dMarseille railway.

Spain Pilot: Barcelona

The pilot in Barcelona is focused in Placa Catalunya (Catalonia square), the main
reference point in downtown that could be considered the heart of Barcelona city,
with a relevant presence of different transportation means:

A Railway (FGC and RENFE & with an airport connection)
A Metro and Bus system (TMB)

A Aerobus (private airport bus operator)

A Tourist Buses (private and public ope  rators

Pl a-a Catalunya is not only a big square in a
best reference as a tourist spot, joining the Ramblas with two exclusive main streets
(Passeig de Gracia and Rambla Catalunya), famous as commercial and cultural a rea.

This area is very well connected with the airport (by RENFE and bus), and FGC
Operator has a terminal station of different Lines at Plaga Catalunya Station, with a
transfer with the Metro system (Line 1 and Line 3).

Portugal Pilot: Lisbon

In Lisbon, t he pilot will be located in red and green line, between stations Aeroporto
and Cais do Sodré.

This part of the Metro network provides the connection between several Transports
mode, namely:

A Aeroporto station, making interface to the Lisbon Airport, which p rovides
connections from Portugal to all the world;

A Oriente station, that makes the connection to the main railway Station with the
same name, where we have trains between Lisbon, to the country and other
countries, makes also the connection with a bus and taxi terminal and is near
to Parque das Nacgdes, an important entertainment area of Lisbon;

A Baixa-Chiado Station in the City Center that is near of the old entertainment
area of Lisbon;

A Cais do Sodré Station that connects to the Cais do Sodré train station ,
beginning of the line to Cascais to the west of the Lisbon region, the ferries
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terminal with lines to several other sides of the Tagus river and with the tram
line to Algés.

Italy Pilot: Geno va

In Genova, the pilot will in principle take place in the Principi Station Hub (Fanti di
Italia). Genova Principe Hub is an important local and regional transit hub for both
commuters and tourists and itds the second
a short walk away from the centera  nd offers a wide range of facilities like shopping,
services and restaurants.

It covers both the urban and extra urban transport service and AMT has there main
bus stops and the Geno vese subway representing:

A The most central subway stop

A Bus stops (platform s for the local lines 8 Genova lines)
A Stops connecting Geno va to its Province

A Taxis

A Car sharing/Bike sharing

Each pilot will define their scenarios involving various locations, environments
(metro, regional trains, high  -speed trains, bus), partners and users (security center,
operational center, operational actors, video patrollers, security forces, etc.). More
information about the pilots can be found in Annex 6. Confidential information, which

the candidates will receive after signing the NDA (TD2) and the EURI Template (TD3).

There are no specific restrictions under Greek Law for the testing of the prototypes

that will take place during Phase 2 and 3. In order to guarantee equal treatment of all

the selected Contractors, all PCP activitie s (including testing) will be carried out under
the same operative conditions. In particular, and in order to ensure transparency,
minutes and recordings will be taken during the testing, questions and answers will

be gathered and shared among the Contract ors. Nevertheless, to safeguard
confidentiality of information , other competitors will not be present during the
testing.

Testing in Phase 2 and 3 will be done with non -biometric , biometric data and mixed
data (based on the consent of the data subjects for phase 2, and the regulatory
context of each country that will welcome a pilot for phase 3 ). In order to make sure
that the Contractors are not using biometric data when this function is disabled, a

test protocol will be defined and conducted during Phase 2.

A The technical tests and operational pilots will allow the partners to : Test the
solutions in operatio nal conditions with the use of real cases that occurs in
trains or stations, with different environment such as:

Locations: train stations,  metro stations , metros, trains, bus es.

Organization: different processes depending on country and partner

CCTV system: heterogenous quality

The efficiency of the solutions proposed by the suppliers

The added value of the solutions for PTO and LEA users

The integration and interoperability of the technology in existing crisis
management systems and Video Management System (VMS).

To Joo To To T To
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Evaluate the social acceptance of the developed technologies to reach a secure and
safe public transport
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the following:
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milestones and deliverables are

Expected outcomes

Phase 1: Solution design

The R&D providers will have performed research to:
-elaborate the solution design and determine the
approach to be taken to develop the new solutions .
-demonstrate the technical, financial and commercial
feasibility of the proposed concepts and approach to meet
Objective: the challenge .
-obtain a good understanding of the needs of the different
systems, to be able to perform field testing activities at
each site in phase three
- identify any potential ethical consideration with a plan of
approach how to address in the next phases and in a
future market solution.
A solution design, including a clear and feasible pla n on
how to develop the solution successfully and formulate a
Output and limi busi | hich includ id ¢
results: preliminary business plan, which includes evidence o
’ meeting the requirements outlined in the PCP challenge :
as detailed in D1.2
Milestones By when? How?
Physical Meeting or Online
, Meeting
Kick -off ) )
M1.1 meeting December 2022 Presentation of Phase 1 action
plan between TMC and
Contractors and Q&A
Interim - February 2023 Video  conference /
M1.2 review submission of intermediate
meeting progress report
Submission of
M1.3 Phase 1 final | March 2023 Submission of reports
report
End of Phase . o . .
M1.4 1 meeting April 2023 In principle online meeting.
Deliverables How?
By when?
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Contractor
details & Contractor details and project
D11 project December 2022 abstracts (TD14)

abstracts

Final report Phase 1 including
a summary of the main
Results achieved, including:

-Technical Plan report. Final
preliminary design and basic
system architecture.
Technical confidence that the
needed capability can be
satisfied within cost and
schedule goals .

-Lists of names and location
of personnel that carried out
the R&D activities .

- Updated commercialization
plan.

1 Finetuning of the
proposal presented as
part of the offer for
Phase 1, outlining how

End of phase the Contractor intends

1 report March 2023 to engage with VC
capital organisations
and the kind of support
they expect from the
Public Buyers Group.

1 Finetuning of the
market analysis plan
presented as part of
the offer for Phase 1

D1.2

- Updated innovation impact
plan, based on the first
proposal presented as  part of
the offer for Phase 1.

- Updated data management
plan based on the first
proposal presented as  part of
the offer for Phase 1.

1 Including the
description  of the
algorithms to be used
and/or to be developed
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(transparency of the
algorithms) .

-Compliance with the ethics
requirements .

-Risk mitigation plan for ~GDPR
related issues .

-IPRs management plan .

1 Including the use of
Open Source Licenses

and Proprietary
Software
Report main
results and
lessons . Contractor details and project
D1.3 learned for April 2023 abstracts (TD14)
publication

(EU template).

* During Phase 1 , the Public Buyers will organise biweekly monitoring bilateral
meetings with each Contractor

Phase 2: Prototype Development

The R&D providers will have performed:

-Develop and demonstrate prototypes in

Contractorsd | gvihth taioimgdvideoi g
datasets provided by the  Buyers Group) .

-Verify prototypes in  Contractors 6 | ab co
(with test video datasets provided by the B uyers

o Group only for the performance verification)
Objective: _
-Install prototype s in one of the members of the

Buyers Group (one PTO) lab, as indicated by the
Lead Procurer.

-Verify prototypes performance in real condition
(using real CCTV video streams of one station) .

-Present advanced plans for conducting field trials
in phase 3.

-Prototypes containing the potential to meet the
requirements of PCP challenge.

Output and results: -Documentation of the implemented prototype
covering actual implementation of the design,
prototype testing processes and TRL assessment
at this point , as detailed in D2.4

Milestones By when? How?
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M2.1 Kick-off meeting | June 2023 rpngyesilu(r:lgl and/or  online
Interim
Demonstration of
prototypes to the
T™MC in lab
conditions  on the Physical meeting & D2.2
premises of the submitted
Contractor . _ _
. Presenting achieved levels of
M2.2 sure that the demonstration of the results
' Contractors are | September 2023 (with  the training video
not ~ using datasets) .
biometric  data _
when this Testing of the prototype
function is p_erformances (with a test
disabled, a test video dataset ).
protocol will be
defined and
conducted during
Phase 2.
Factory
Acceptance  Test Face-to-face presentation and
(FAT) ) . demonstration of working
Demonstration  in prototype to the Buyers Group
M2.3 real conditions of | November 2023 - D2.3 submitted
full working ) o
prototype on the Tec_hnlcal training of
premises of dedicated end users
SNCF
Prototype delivery
Submission  of Evaluation report per
M2.4 End Of Phase 2 End Of November 2023 contractor _Update Of
Report technical and
commercialisation plan.
M2.5 End _of Phase 2 November 2023 In prl_nt_:l_plep hysu_:al meeting.
meeting Possibility of hybrid meeting.
Deliverables By when? How?
Contractor . .
D2.1 details & project | June 2023 gl‘)’s”ttrg"ccttsozfgﬂ')s and project
abstracts
D2.2 Intermediate September 2023 Intermediate progress report
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progress report including

-the demonstration in
Contractorso | &
achieved levels of the
prototype and demonstration

of the results.

Intermediate progress report
including:

-the inst allation report of the
solution in the PTO
environment (with technical
Intermediate and functional diagrams, the
D2.3 November 2023 security measures
progress report ;
implemented, etc.).

-the demonstration in real

conditions report presenting

achieved levels of the
prototype and demonstration

of the resu Its.

Final  report phase 2,
including a summary of the
main Results achieved,
including:

- Operational environment 0
where the tests have been
performed, and detailed
information which hardware,
software, algorithms(consider
transparency) and tools were
used and/or developed -
Detailed information
regarding testing process
team with description  of the
End of phase November 2023 roles_ - lists of names and
report location of personnel that
carried out the R&D activities.

D2.4

- Detailed Technical report for
the achievements of Phase 2.

-Factory Acceptance Report
(FAR) results and acceptance
tests conducted during the
development peri od. Where is
applicable, testing values
should be specified as well as
the range of values depending
on the passing of the test.

- Updated commercialization
plan.
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1 Updated explanation
outlining. how the
Contractor intends to
engage with VC capital
organisati ons and the
kind of support they
expect from the Public
Buyers Group.

1 Updated market
analysis plan.

- Updated i nnovation impact
plan.

-Compliance with the ethics
requirements (state of the
ethical committee approval).

- Updated innovation impact

plan.
-Updated data management
plan.

1 Including the

description of the
algorithms to be used

and/or to be
developed
(transparency of the
algorithms).

-Updated IPR management
plan

1 Including the use of
Open Source Licenses
and Proprietary
Software

-Updated risk mit igation plan
for GDPR related issues.

- Test plan description of
Phase 3 with detailed
documentation of the steps
that need to be done in order
to run the test.

Report main
results and . .
D2.5 lessons learned | December 2023 Contractor details and project

for  publication abstracts (TD14)

(EU template).

* During Phase 2, the Public Buyers will organize biweekly monitoring bilateral meetings
with each Contractor.
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Phase 3: Operational validation

Objective:

Original development of a limited set of first
products/solutions (the test series) that are
operated and validated in real -life settings (field -
testing).

The objective is to provide the Buyers Group with
operational solutions having the required
capabilities and maturity for the vendor to provide

a solution that can work inareal  -life environment.

Output and results:

The output is the operational solution per
contractor where the successful  completion of all
field -testing in a real lab environment ensures
operational requirements compliance.

A complete assessment of each operational
solution and comparison between different
solutions, as detailed in D3.5.

) How?
Milestones By when?
Solution installed and ready to be
tested on site in France:
i\g'gl?é't?g‘n ‘;‘; ttt:]ee - In Pars: SNCF and RATP
M3.1 . . February 2024 environments
solution in n M ille: SNCF . N
France. - In Marseille: environmen
Technical training of dedicated end
users.
Solution installed and ready to be
tested on site in Spain:
Validation of the )
M3.2 installation of the March 2024 i Innvi?ar:ﬁqel?l?a' TMB and FGC
solution in Spain. environments
Technical training of dedicated end
users.
Solution installed and ready to be
Validation of the tested on site in Italy:
M3.3 installation oft he | March 2024 - In Genova: AMT environment
solution in ftaly. Technical training of dedicated end
users.
Validation of the Solution installed and ready to be
M3.4 msta!latlon of the April 2024 tested on site in Portugal:
solution in _ _
Portugal. - In Lisbon: ML environment
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Technical training of dedicated end
users.

Demonstration to On site for four pilots (in four different

M3.5 the TMC of the | June 2024 MS), after 2 phases of tests and fine

SAT tuning of the solutions.
End of field trial : ' . .
M3.6 and of SAT July 2024 Written confirmation of trial closure
o 12 July 2024
Submission of
M3.7 End of Phase 3 | Preferred date: | sypmission of reports
Report 12 August
2024
End of Phase 3 In  principle physical meeting..
M3.8 meeting July 2024 Possibility of hybrid meeting.
_ By when?
Deliverables How?
Contractor February 2024
D3.1 details & project EU template (TD14)
abstracts
Free format on the ethical principles
constituted in the relevant national, EU
Information At the end of |and international legislation and
D3.2 obligatory ~ for |month 1 of |[@doption and compli
ethical issues phase 3 European Code of Conduct for
Research I ntegrityo
The installation report will namely
contain, for each site of the French
pilot (SNCF Paris, SNCF Marseille,
RATP):
Interim  Report of - Hardware description
the installation of - Technical and Functional
the solution in diagrams
D3.3.1 France, including | March 2024 - Expected Hardware and
technical and software performance
functional - Description of implemented
diagrams_ Security measures
- Description of the implemented
parameters of the solution for
each camera
- Results of installation validation
and calibration tests

D3.3.2 Interim Report of | 5g March 2024 The installation report will namely

the installation of contain, for each site of the Spanish
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eonve
the solution in pilot (FGC, TMB):
'i?:?]lgi’c allnclud;r;% - Hardware description
functional - Technical and Functiona |
diagrams. diagrams
- Expected Hardware and
software performance
- Description of implemented
security measures
- Description of the implemented
parameters of the solution for
each camera
- Results of installation validation
and calibration tests
The installation report will namely
contain, for the site of AMT:
- Hardware description
Interim Report o f - T_echnical and Functional
the installation of diagrams
the solution in - Expected Hardware and
D3.3.3 ltaly, including | April 2024 software performance
technical and - Description of implemented
functional security measures
diagrams. - Description of the implemented
parameters of the solution for
each camera
- Results of installation validation
and calibration tests
The installation report will namely
contain, for the site of ML:
- Hardware description
Interim Report of - Technical and  Functional
the installation of diagrams
the  solution in - Expected Hardware and
D3.3.4 Portugal, April 2024 software performance
including - Description of  implemented
technical and security measures
fqnctlonal - Description of the implemented
diagrams. parameters of the solution for
each camera
- Results of installation validation
and calibration tests
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D3.4

Interim Report of
the evaluation
and fine tuning of
the solution.

June 2024

Intermediate progress
including, for each pilot

report

-the first calibration and parameters
implemented  directly after the
installation of the solution

-the results of the first evaluation
phase (technical and functional
performance)

-the second calibrati on and
parameters implemented during the
first fine tuning phase to improve the
performance of the solutions

-the results of the second evaluation
phase (technical and functional
performance)

D3.5

End of
Report

Phase

July 2024

Preferred date:
12 August
2024

- The analysis of the outcomes of the
project and results of the physical
tests including:

1. Summary of the main results

achieved

Installation & integration report

Traceability Matrix

Objective of the demonstrating

Lists of names and location of

personnel that carried out the

R&D activities

6. Summary of the features which
were demonstrated and tested.

7. Functionality on TRL7 -8 of all
demonstrated features

arwN

- Updated commercialization plan:

1 Updated explanation outlining
how the Contractor intends to
engage with VC  capital
organisations and the kind of
support they expect from the
Public Buyers Group.

1 Updated market analysis plan.

-Compliance with the ethics
requirements (state of the ethical
committee approval).

-Updated innovation impact p  lan.
-Updated Data management plan.

1 Including the description of the
algorithms to be used and/or to
be developed (transparency of
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the algorithms).

- Al Documentation 8 Set of documents
as listed in Annex 4, as described in
the Artificial Intelligence Act

-Updated IPR management plan:

1 Including the use of Open
Source Licenses and Proprietary
Software

-Updated risk mitigation plan for GDPR
related issues.

results and | preferred date:
D3.6 lessons learned | 3 August EU Template (TD13)
for publication 2024

* During Phase 3, the Public Buyers will organise biweekly monitoring bilateral
meetings with each Contractor

2.4 Contracting approach

The PCP will be implemented by means of a Framework Agreement with Call-Offs for
Specific Contracts for each ofthe three R&D phases (altogether

The law governing the Contracts is Greek law, because of the location of the Lead
Procurer .

The Framework Agreement will remain binding for the duration of all Phases for which
the Contractors remain in the PCP.  There will be no renegotiations.

KEMEAwiIll be the Lead Procurer throughout all the Phases of PREVENT PCP.

Tenderers that are awarded a  Framework Agreement  will also be awarded a specific
Contract for Phase 1 (evaluation of tenders for the Framework Agreement and Phase
1 are combined). Tenderers are therefore asked not only to submit their detailed offer

for Phase 1, but also to state their goals and to outline their plans (including price
conditions) for Phases 2 and 3

1. Phase 1: Solution Design. Following the tende ring stage, a Framework
Agreement and a specific Contract for Phase 1 will be awarded to a t least six
(6) Contractors.

2. Phase 2: Solution Prototype. A Call-Off will be organised for Phase 2, with the
aim of awarding at least four (4) Phase 2 Contracts. Only offers from
Contractors that successfully completed Phase 1 will be eligible for  Phase 2.
The Buyers Group will validate the Phase 2 prototypes in the lab of the
Contractor and in 1 station of one PTO with around 50 cameras .

3. Phase 3: Operational Validation. A second Call-Off will be organised for Phase
3, with the aim of awarding a minimum of two (2) Phase 3 Contracts. Only
offers from Contractor s that successfully completed phase 2 will be eligible
for phase 3. The Buyers Group will validate the phase 3 prototypes in the four
pilots” sites

Only Contractors that have successfully completed the prior phase will be invited to
submit an Offer fort he Call -Off for the next Phase.
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All possible complaints during the tendering process will be solely submitted to the

Lead Procurer within ten (10) days following the notification of the final decision das
described in step 7 of section 3.7 - of the PEC. Complains will not be addressed to
the other members of the Buyers Group or the Prevent PCP Consortium or the EC.
Possible complaints against any final decision of the PEC may be reviewed by the
Greek Administrative Court of Appeal of Athens
2y Atte ntion:
A Contractor must have been awarded a Specific Contract for Phase 1 in order
to be considered eligible for Phase 2 . Likewise, a Contractor must have been
awarded Specific Contracts for Phases 1 and 2 in order to be considered
eligible for Phase 3.
2.5 Maximum Total budget and budget distribution (per phase)
The maximum total budget for this PCP is 7,526 ,881.72 EUR excluding VAT.
The minimum number of contractors that are expected to be selected per phase, the
maximum budget per phase and the maximum budget per Tenderer (including VAT)
are given in the table below:
PCP Phase #of Maximum estimated Maximum estimated budget per
contractors budget per contractor Phase
Phase 1-Solution | Atleast6 155.555,56 0 933.333,3 60
Design
Phase 2-Prototype | Atleast 4 1.150.000,00 G 4600. 000, 00Q
Development
Phase 3- | At least 2 1900. 000, 000 |3.800.000, 0000
Operational
Validation
The minimum number of contractors that are expected to be selected per phase, the
maximum budget per phase and the maximum budget per Tenderer (excluding VAT)
are given in the table below:
PCP Phase #of Maximum estimated Maximum estimated budget per
contractors budget per contractor Phase
Phase  1-Solution | Atleast 6 125.448,032 0 752.688,1 950
Design
Phase 2-Prototype | Atleast 4 927.419,355 3.709.677,42 0
Development
Phase 3- | Atleast 2 1.532.258,06 0 3.064.516,1 20
Operational
Validation
Since all Contractors will be paid by the Lead Procurer by way of centralised payments,
and as KEMEA is based in Greece, EU rules and the valid Greek VAT legislation will be
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applied °.
KEMEA may be entitled to a deduction for input VAT.

In case of suppliersfrom EU  Member States , the reverse charge process, i.e. invoicing
without VAT will be applied.

For suppliers from Greece (in the case of
headquarters are of rele vance) national VAT procedures apply.

In case of suppliers from third countries, the VAT is calculated and reported by
KEMEA. If the supplier upon import is obliged to report VAT according to the rules of

the home country and the invoice contains VAT, that VAT is non -deductible in Greece.
Instead, VAT amount is to be considered as a cost of the service.

For Phase 1, contracts will be financed until the remaining budget is insufficient to

fund the next best Tender. The exact number of Contracts finally award ed will thus
depend on the prices offered and the number of tenders passing the evaluation. The

lower the offered price of Tenders, the more Contracts can be awarded. However, the
total value of the Contracts awarded can also be lower than initially expected if there
are fewer Tenders than expected that meet the minimum evaluation criteria.

Unless otherwise stated in the Call Off for Phase 2 , Contracts will be financed until
the remaining budget isins  ufficient to fund the next best tender . The exact number
of Contracts finally awarded will thus depend on the prices offered and the number

of Tenders passing the evaluation. The lower the offered price of Tenders, the more
Contracts can be awarded. Howeve r, the total value of the  Contracts awarded can also
be lower than initially expected if there are fewer Tenders than expected that meet
the minimum evaluation criteria.

Unless otherwise stated in the Call Off for Phase 3, Contracts for Phase 3 will be
financed until the remaining budget is insufficient to fund the next best Tender. The

exact number of Contracts finally awarded will thus depend on the prices offered and

the number of Tenders passing the evaluation. The lower the offer ed price of

Tenders, the more Contracts can be awarded. However, the total value of the

Contracts awarded can also be lower than initially expected if there are fewer Tenders

than expected that meet the minimum evaluation criteria.

As leftover budget from the previous Phase can be transferred to the next  Phase(s),

the total budget available for Phases 2 and /or 3 may eventually be higher than stated
here (but the maximum budget per Contractor for Phases 2 and 3 will remain the
same).

® See indicatively, VAT Council Directive 2006/112/EC and Law No 2859/2000 Greek VAT Code.
According to the later, the 24% VAT applies.
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2.6 Time schedule

& preventpcp

The g eneral duration of each phase is as follows:

1 Phase 1: Solution Design ( 5 months)
1 Phase 2: Prototype Development (7 months)
Phase 3: Operational Validation (8 months)

The estimated planned schedule for the PREVENTPCP is presented in the following time schedule:

Date

Activity

10 June 202 2
20 June 2022
(10:00 to 10:30 CEST)

23 June
2022 (12:00 CEST)

27 June 2022
(10:00 to 10:30 CEST)

30 June 2022
1 July 2022
(12:00 CEST)

8 July 2022

Publication of contract notice in TED

First webinar (30 min): Scope of the PREVENT PCP challenge , main aspects and expected
timeline. Registration on https://prevent -pcp.eu/ . Recording will be available on
https://prevent -pcp.eu/

Deadline for submitting questions about the NDA (TD2), the EURITemplate (TD3) and
the PCP. The questions will be sent via e -mail to preventpcp -procurement@kemea -
research.gr , indicating that it relates to the do ssier (R&D Services within the PREVENT

PCP Project).

Second webinar (30 min): Process and procedure to submit documents . Registration on
https://prevent _-pcp.eu/ . Recording will be available on  https://prevent _-pcp.eu/

Deadline for Lead Procurer to publish replies to questions (Q&A document)

Deadline for submission of  the NDA (TD2) and the EURI Template (TD3) . This documents
will be sentby e -mail to preventpcp -procurement@kemea -research.gr , indicating that it
relates to the dossier (R&D Services within the PREVENT PCP Project).

Deadline for Lead Procurer to send restricted information via post.
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Date Activity
25 July 2022 Deadline for submitting questions about restricted information The questions will be

(12:00 CEST)
28 July 2022

(10:00 to 11:30 CEST)

2 August 2022

3 October 2022
(12:00 CEST)

3 October 2022 (13:00
CEST)

4 October 2022

9 December 2022
15 December 2022
16 December 2022

16 December 2022

sentviae -mailto preventpcp -procurement@kemea -research.gr , indicating that it relates
to the dossier (R&D Services within the PREVENT PCP Project).

Third webinar (90 min): In depth explanation regarding the process, procedure to
submit documents . No RESTREINT UE/EU RESTRICTED information will be discussed
during the open webinar. Registration on https://prevent -pcp.eu/ . Recorded will be
available on https://prevent -pcp.eu/

Deadline for Lead Procurer to circulate replies to questions (Q&A document)
Additional webinar (if needed)

Deadline for Tenders reception in the premises pf the Lead Procurer via post. The
submitted Tenders must have a confirmation of receipt. Lack of confirmation of receipt
from the Lead Procurer leads to exclusion.

Opening of tenders . The information provided during the opening will be solely the
names of the companies who have submitted a Tender . This will be published after
the opening.

Publication on PREVENT PCP website (https://prevent -pcp.eu/ ) of the list of companies
who submitted a Tender

Tenderers notified of the contract award decision
End of the standstill period
Signing of Framework Agreements and Phase 1 Contracts

Publication of contract award notice in TED
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Activity

PHASE 1
19 December 2022

23 December 2022

31 March 2023
7 April 2023

10 April 2023

17 April 2023

18 April 2023

18 April 2023
PHASE 2

19 April 2023

26 April 2023

1 May 2023

Start of Phase 1 : Solutions Design

The names of winning Phase 1 Contractors and their  project abstracts will be sent to
the EU and will be publ i s h ewwmavent -hcp.eug.r oj ect

Deadline to submit End of Phase 1 Report (including annexes)
Assessment of Phase 1 final milestone(s)/final report/deliverable(s)

Phase 1 Contractors notified as to whether they have completed this phase
and successfully .

satisfactorily

End of standstill period

Summary of the results and conclusions achieved by each contractor during the phase
sent to the EU .

End of Phase 1:Solutions design .

Launch Call-off for Phase 2: Prototype Development . Invitation to Contractors that
successfully completed Phase 1 (only offers from contractors that successfully
completed Phase 1 are eligible) .

Deadline for submitting questions on Phase 2 Call-Off documents .

Deadline for Contracting Authority to circulate replies to questions to Phase 2

Tenderers .
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Date Activity
8 May 2023 Deadline for Phase 2 Offers reception in the premises of the Lead Procurer via post. The

(12:00 CEST)

8 May 2023
(13:00 CEST)
9 May 2023

30 May 2023

5 June 2023
6 June 2023
6 June 2023
7 June 2023

9 June 2023

15 September 2023
13 October 2023
15 November 2023

24 November 2023

submitted Phase 2 Offers must have a confirmation of receipt. Lack of confirmation of
receipt from the Lead Procurer leads to exclusion.

Opening of Phase 2 Offers. The information provided during the opening will be

solely the names ofth e companies who have submitted Phase 2 Offers . This will be
published after the opening.

Publication on PREVENT PCP website of the list of companies who submitted a Tender.

Contractors notified of decision on awarding Phase 2 Contracts .

End of standstill period

Signing of Phase 2 specific Contracts .
Publication of Contract award notice in TED .
Start of phase 2 : Prototype Development

Names of winning Phase 2 Contractors and their project abstracts will be sent to the EU
and will be publ i shedwowprepgentopceerti. s website

Deadline for Phase 2 Intermediate progress report
Deadline for Phase 2 Intermediate progress report
Deadline for submission of End of Phase 2 Report (including Annexes)

Assessment of Phase 2 final milestone(s)/final report/deliverable(s ).
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Activity

27 November 2023

4 December 2023

5 December 2023

5 December 2023

PHASE 3

6 December 2023

13 December 2023

18 December 2023

8 January 2024
(12:00 CEST)

8 January 2024
(13:00 CEST)

9 January 2024

Phase 2 Contractors notified as to whether they have completed this phase satisfactorily
and successfully .

End of standstill period

Summary of the results and conclusions achieved by each contractor during the phase
sent to the EU .

End of phase 2 : Prototype Development.

Launch Call -Off for Phase 3 : Operational Validation. | nvitation to Contractors that
successfully completed Phase 2 (only offers from contractors that successfully
completed phase 2 are eligible)

Deadline for submitting questions on Phase 3 Call -Off documents .

Deadline for Lead Contractor to circulate replies to questions to Phase 3 tenderers

Deadline for Phase 3 Offers reception in the premises of the Lead Procurer via post. The
submitted Phase 3 Offers must have a confirmation of receipt. Lack of confirmation of
receipt from the Lead Procurer leads to exclusion.

Opening of Phase 3 Offers.  The information provided during the opening will be

solely the names of the companies who have submitted Phase 3 Offers . This will be

published after the opening.

Publication on PREVENT PCP website of the list of companies who submitted a Tender.
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Activity
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7 March 2024

11 April 2024

28 April 2024

12 July 2024

30 January 2024

8 February 2024

28 March 2024

5 February 2024 End of standstill period

6 February 2024 Signing of Phase 3 specific Contracts

6 February 2024 Publication of contract award notice in TED
6 February 2024 Start of phase 3 : Operational Validation.

technical and functional diagrams.

technical and functional diagrams.

and functional diagrams.

technical and functional diagrams.

Deadline for submission of End of Phase
3 Report (including Annexes)

This project ha s received funding from the European Union's Horizon 2020
research and innovation programme under grant agreement No 101020374

Contractors notified of decision on awarding Phase 3 Contracts

Preferred date: 12 August

Names of winning Phase 3 Contractors and their project abstracts will be sent to the EU
and will be publ i shedwowprepgentopceerty. s websit e
Deadline for Interim Report of the installation of the solution in France, including
Deadline for Interim Report of the installation of the solution in Spain, including

Deadline for Interim Report of the installation of the solution in Italy, including technical

Deadline for Interim Report of the installation of the solution in Portugal, including

2024
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Date Activity

22 July 2024 Assessment of Phase 3 final Preferred date: 22 August 2024
milestone(s)/final report/deliverable(s ).

23 July 2024 Phase 3 contractors notified as to Preferred date: 23 August 2024
whether they have completed this phase
satisfactorily and successfully

29 July 2024 End of standstill period . Preferred date: 29 August 2024

30 July 2024 Summary of the results and conclusions Preferred date: 30 August 2024
achieved by each contractor during the
phase sent to the EU .

30 July 2024 End of Phase 3 : Operational Validation. Preferred date: 30 August 2024

The PREVENT PCHBuyersdGroup reserves the right to adjust the time schedule under specific and fully justified conditions. This will
be communicated in  writing and in a timely manner to all Tenderers/ Contractors.
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2.7 IPR issues
2.7.1.0wnership of results (foreground)

Each contractor will keep ownership of the Intellectual Property Rights (IPRs) attached to
the results they generate during the PCP implementation. The tendered price is expected
to take this circumstance into account.

The ownership of the IPRs will be subject to the following:
- the Buyers Group has the right to:
- access the results, on a royalty -free basis, for their own use

- grant upon notification of the contractors (or to require the contractors to
grant) non -exclusive licences to third parties to exploit the results under
fair and reasonable conditions (without the right to sub -license) .

- the Buyers Group has the right to require the contractors to transfer ownership of
the IPRs back to the Buyers Group if the contractors fail to comply with their
obligation to commercially exploit the results (see below) or use the results to the
detriment of the public interest (including safety and security interests).

All in all, the Contractor shall provide each of the members of the Buyers Group an
irrevocable, non -transferrable, royalty -free and non -exclusive License to use all Results
for free, including Project Intellectual Property Rights and the Pre -existing righ tsthat are
needed to use the Software after termination of the Framework Agreement for a period
up-and-to 31 December 2035, including the right to run, reproduce, load, display and

store the Software or any parts thereof on the on premise systems of the m embers of
the Public Buyers group as stated in Annex 6. Confidential information. The members of

the Public Buyers Group include the Contracting Authorities  as stated in Annex 5.
Information about the Public Buyers. The License to use the Software does not include
the right:

a) To run the Software on external hosting environments;

b) To alter, correct, modify, maintain, support, update and/or upgrade the Software or
any part thereof;

c) Toimprove and/or add algorithms as part of the Software;

d) Tomarket, sell, rent, sublicense, distribute and/or commercialize the Software or any
parts thereof (including any algorithm) to third parties, whether on a profit or a not -
for -profit base.

2.7.2. Declaration of pre  -existing rights (background IPRs)

The ownership of pre -existing rights will remain unchanged.

In order to be able to distinguish clearly between results and pre -existing rights (and to
establish which pre -existing rights are held by whom) , Tenderers are requested to list
the pre-existing rights for their proposed solution in their offers  following the template

provided in TD 10: Declaration of pre -existing rights

Subject to pre -existing obligations that may apply to background IPRs, the Tenderer
grants the members of the Buyers Group a royalty -free, non -exclusive, irrevocable and
non -sub -licensable license to use its background IPRs for the execution of the contrac t.

The list of pre -existing rights held by the procurers can be found under Annex 7. Pre-
existing rights of public buyers, that the Tenderers, the members of a Consortium (if

a7
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applicable), the subcontractors (if applicable) and third parties (if applicable) will receive
after correctly filling in, signing -by aduly authorised person - and submit the NDA (TD2)
and EURI Template (TD3) .°

If applicable, subject to pre  -existing obligations that may apply to background IPRs, the
members of the Buyers Group grant the Contractor a royalty -free, non -exclusive,
irrevocable and non -sub-licensable license to use its background IPRs for the
performa nce of the contract.

2.7.3 Protection of the results

The Contractor shall be responsible for the management of all the rights on the Results
that it holds and shall bear any associated costs including for the protection,
examination, grant, maintenance, defense and litigation of the rights on the results.

The Lead Procurer shall be entitled to monitor the management of all rights on the
results held by the Contractor. The Contractor shall respond at any time to requests for
information fromthe  Lead Procur er about the handling of the rights on the results.

2.7.4. Commercial exploitation of results

Based on PREVENT PCP business case analysis, the market potential of the results is
focused on two audiences, the primary one being the railway operators, and the
secondary being the road passenger transport operators. Based on official statistics, the

ocsuu omer so6 of PREVENT PCP solution from the rail w
enterprises while the road passenger transport operators reach the number of 401.593
enterprises.

Moreover, on the demand side, the targeted market is constituted by the foll owing
potential customers:

- Railway Infrastructure Operators.

- Road Infrastructure Operators.

- Security Forces.

The Contractors are expected to start commercial exploitation of the results at the latest
four years after the end of the framework agreement.

The Contractors shall ensure to safeguard EU security interests and the EU strategic
autonomy in the commercial expl oitation of the results. For th  ese reasons, if the
Contractor wishes to commercialise its solution outside the EU, it will have to comply

with the Regulation (EU) 2021/821 of 20 May 2021 setting up a Union regime for the

control of exports, brokering, tech nical assistance, transit and transfer of dual -use items.

The Contractors must ensure that in the commercial exploitation of results any
cooperation with entities established in other countries or controlled by such countries
or entities from such countri  es, does not affect the EU security or strategic autonomy
interests. The Contractor must ensure that these obligations also apply to its
subcontractors, affiliated entities and other third parties it cooperates with in the

¢ Data and/or data sets (or any parts thereof) provided for by the Lead Procurer and/or by any of the members
of the Public Buyers Group are b  eing qualified as Pre -Existing rights of the Lead Procurers and/or of any of
the members of the Public Buyers Group.
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commercialisation of the results, as well as to any entities succeeding them in their
ownership or development of the results.

If the Contractors use the results to the detriment of the public interest, including EU
strategic autonomy or security interests, the Prevent PCP group is entitl ed to require the
contractor to transfers the ownership of the results. The goal is to stop the use of the

results against the public interest and ensure commercial exploitation of the results by
another party in line with the exploitation conditions.

The Contractors are responsible for ensuring that all natural persons and entities that
collaborate with them during and after the PCP respect all intellectual and industrial
property related obligations towards the Prevent PCP Buyers Group. Inits contracts and
other type of agreements with others, the Contractor shall therefore ensure that it passes

on the below obligations to any of its affiliates, subcontractors or other third parties that

it collaborates with in the implementation of its obligat ions under the Framework
Agreement and Specific Phase Contracts, both during the performance of the agreement

and in any subsequent commercial exploitation of the results after the PCP.

Also in case of a merger, split, takeover or other corporate restructu ring, the rights of
the Prevent PCP Group under the PCP must continue to be upheld. The rights and
obligations of the Contractor, subcontractor or other third party that undergoes such a
corporate change, shall in such case automatically transfer to the ne w (where this is the
case) legal entity that is to continue the activities encompassed by the Framework
Agreement and Specific Phase Contracts. In no case shall the Intellectual Property Rights

and obligations of the Prevent PCP Group be affected by any su ch corporate changes,
unless the Prevent PCP Group explicitly agrees to such change in writing.

These provisions on Intellectual Property Rights apply regardless of whether the
Contractor participates in all phases of the PCP or only in some of them, and t hat the
provisions that extend beyond the duration of the Framework Agreement remain in force

even if the Contractor is not selected for the next phase of the PCP and the agreement

with the Contractor is terminated.

The Contractors are required to undertak e specific activities beyond product
development to commercially exploit the results, by building a concrete exploitation
plan, including acommercialization strategy, that should explain the proposed approach
to commercially exploit the Results of the PCP in order to bring a viable product to
market. Contractors should prepare a detailed market analysis providing a first outlook

on the cost/benefit ratio in the transit ion towards full scale deployment.

The commercialization plan is expected to take into account the involved stakeholders :
VC networks and value chain. The plan should also list those topics that are very relevant
for the commercialisation, but for which no quantitative data are available yet.

Furthermore, a market analysis is meant to give a global qualitative insight in the market

potential of the PCP services in both the test regions as well as on a European scale. The
market analysis should at least indicate possible first -to-target deployment areas
(geographical/services) and possible deployment barriers (e.g. , political, technical,
organisational, financial, legal, ethical). Feasibility regarding principles for licensing,
business models, pricing, and distribution should also be included. Describe the
innovation aspects of the proposed solution in respect to the state -of -the -art. Thi s part
should focus on the added value of the PREVENT PCPRsolution, compared to the current
state -of -the -art on the market services (not compared to solutions still in pilot phases)

with respect to:

A Comfort for users and i mpact on owillingness
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A Cost-benefit ratio for PTOs.
A Required public funding

Contractors must consider the future certification of their solutions or contribution to
standardisation. The feasibility of the commercialization  plan to commercially exploit
the R&D results (Technica | Offer) will be assessed as part of the Award Criteria.
Furthermore, the commercialisation plan will be part of the End -of -Phase reports of all
three Phases, as well as of the offers for the Phases 2 and 3.

2.7.5.Promotion of R&D by the Buyers Group

In addition to the commercialisation activities performed by the Contractors, the Buyers

Group Members will promote the R&D Results. The Buyers Group Members will also
actively disseminate t he ConteachRhbaseviagalevaRtpublicl t s at
and industry related activities. It is the Buyers Group objective to help develop a working

market for such type of solutions in order to ensure their usability and sustainability and

to help overcome possible, commonly defin ed deployment barriers.

After the PCP, the Buyers Group will make their best efforts to support the Contractors

and help remove barriers to the introduction onto the market of the solutions to be
developed during the PCP (e.g. promotion of R&D results amo ng other public procurers,
contribution made by the demand side to regulation, standardisation, and certification).
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SECTION 3: EVALUATION OF TENDERS
3.1 Eligible tenderers, joint tenders and subcontracting

Participation in the tendering procedure is open on equal terms to all types of operators,
regardless of their size or governance structure. Please note that participation in the
OMC is not a condition for submitting a tender.

Tenders may be submitted by  a single entity  or in collaborat ion with others. The latter
can involve either submitting ajointtender  or subcontracting , or a combination of the
2 approaches.

However, please note that this PCP involves R&D on security aspects and its development

and functioning might require the exch ange of security sensitive information. l.e., the
scope of the procurement affects essential security interests of the M ember States
involved.

This means that the p articipation in this  Call for Tenders is open on equal terms only to
nationals (natural persons or legal entities) that are established or deemed to be
established in the EEA and H2020 associated countries and are ultimately controlled by
EEA countries and H2020 associated countries and/or na tionals of EEA countries and
H2020 associated countries. Nationals (natural persons or legal entities) that are
established in EEA countries and H2020 associated countries but that are controlled by

third countries that are not an EEA country or H2020 ass ociated countries and/or by
nationals of third countries that are not an EEA country or H2020 associated countries,
are not eligible for participation in Prevent PCP. !

However, the following relationships between legal entities shall not in themselves
constitute controlling relationships: (i) the same public investment corporation,
institutional investor or venture -capital company has a direct or indirect holding of more

than 50% of the nominal value of the issued share capital or a majority of voting righ ts
of the shareholders or associates, (i) the legal entities concerned are owned or
supervised by the same public body.

Moreover, the Contractors must ensure that any cooperation with nationals of third
countries that are not EEA countries or H2020 associ ated countries or that are controlled
by such a country and/or by a national if such a country does not affect the security
interests and avoids potential negative effects over security of supply of inputs that are
critical to the procurement.

To summarize :

1 The requirement that the country of control of the entity must be located in the
EEA or H2020 associated countries applies to all participant s. le., the lead
Contractor, all the members of the Consortium and subcontractors (if applicable
in the latter ¢ ases).

"M 6nationald of a EEA country or H2020 associated country me
an EEA country a H2020 associ ated country or any natural person that has the nationality of an EEA country
or a H2020 associated country .

6Control d means the ability to exercise a decisive influence
one or more intermediate undertaki ngs. Control can take any of the following forms: (i) the direct or indirect

holding of more than 50% of the nominal value of the issued share capital in the legal entity concerned, or

of a majority of the voting rights of the shareholders or associates of that entity, (ii) the direct or indirect

holding, in fact or in law, of decision -making powers in the legal entity concerned.
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1 The requirement that the country of establishment of the entity must be located
in the EEA or H2020 associated countries applies to the lead contractor and all
the members of the Consortium (if applicable), but not to potential
subcontractors.

Companies from a third country not part of the EEA or H2020 associated countries
cannot submit a tender by  themselves but could still participate as subcontractors or as
entities on whose capacity the tenderers rely on, depending on whom controls the
entity. ®

3.1.1. Joint Tenderers -Consortia Tenders

A Consortium (a combination of firms) may submit a joint Tender. Any type of natural
or legal persons (including non  -profit entities properly registered , such as Universities)
shall be entitled to submit Tenders either individually or by way of an association or
consortium comprising several Tenderers set up temporarily for the purposes of this

PCP.

The following requirements apply f  or joint Tenders:

1 The members of a Consortium  must assume joint and several liability for the
performance of the contract.

1 The members of a Consortium must jointly appoint a Lead Contractor as a party
authorized to act in the name and on their behalf, who will deal with all the
matters regarding the  PCP (including the signing of each  Phase Contracts) and to
whom all communications will be directed. The Lead Contractor will carry overall
responsibility for the Contracts, irrespective of whether tasks are to be performed
by a Subcontractor of by another ~ Consortium member or not.

1 This will be indicated in the Consortia Statement (TD7), which will have to be
filled, signed o by a duly authorised person & and submitted in any joint Tender.

1 Allmembers of a Consortium have fillin, sign & by a duly authorised person & and
submit the Declaration of Honour (TD6) and the Legal Capacity of the Tenderer
Statement (TD9).

1 The members of the Consortium must jointly meet the Selection Criteria.

Each Tenderer may submit no mor e than one Tender. This means that the Tenderer
may only submita  Tender on his own orin one (temporary) Consortia. Failure to do
so leads to the automatic exclusion of the bids.

3.1.2 Subcontracting

Subcontracting refers to any contract or agreement between the Tenderer and a Third
Party, whereby that Third Party agrees to provide services to the Tenderer or assist the

® Nationals established in a third country and controlled by a third country cannot participate in the
procurement. The same hap pensin the case of a nationals established in an EEA country but controlled from

a third country. However, nationals established in a third country but controlled from EEA countries can
participate in the procurement as subcontractor or an entity on whose capacity the tenderers rely on, as
long as the tenderer or consortium submitting the tender is established in and controlled by an EEA country.
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Tenderer to provide the R&D Services or any part thereof to the members of the Buye rs
Group .
Subcontracting is permitted in each Phase of this PCP However, no essential parts of the

Contracts can be subcontracted, nor the management of the PCP.

In case a Tenderer wishes to rely on the resources of a Third Party for the fulfilment of

the requirements to participate in the PCP, this Third Party should be part of the
Consortium (unless it is a hosting environment). l.e., if hardware or software from a third

party is needed for the solution, they do not need to be part of the Consortium, but the
Contractor needs to demonstrate that these resources will be available to him (e.g., by
providing a licensing agreement).

The Tender that wishes to subcontract any part of the R&D services to be provided or to
rely on the capabilities of Third Parties must fill in, sign & by a duly authorised person -
and submit the Subcontracting Statement (TD8).

Each of the Subcontractors and/or Third Parties participating must fill in, sign o by a duly
authorised person - and submit the Declaration of Honour ( TD6) and the Legal Capacity
of the Tenderer Statement ( TD9).

The subcontractor on whose experience the Contractor has relied on to satisfy the
technical competence is obliged to perform the relevant work. This means that the
execution of tasks assigned to a subcontractor may not be subject of further
subcontracting.

Subcontractors cannot participate in more than one tender. Failure to do so leads
to the automatic exclusion of the bids in which it participates , irrespective of its
role in the bid  s.

Due to the short duration of the PCP  , no changes on consortia or in subcontractors will
be allowed unless exceptional reasons that could not be foreseen apply.

* If for t he provision of the necessary hardware for Phase 2 and Phase 3 , the Tenderer
has to rely on the capabilities of a Third Party, this Third Party will not have to be a part

of the Consortium or a Subcontractor. The Tenderer only needs to submit proof of
availability of the capabilities for the Phase by submitting the  Subcontracting Statement
(TD8). The difference with other Third Parties and subcontractors is that the latter will

have to also submit the  Declaration of Honour (TD6) and the Legal Capacity of the
Tenderer Statement (TD9) . No Confidential or RESTREINT UE/EU RESTRICTED information
will be shared with these parties. The Tenderer will be responsible for any breaches in
this obligation.

3.2 Exclusion criteria

The exclusion criteria are as follows:

Exclusion criteria Definition Evidence

A) Conflict of Interest | A conflict of interest covers both Declaration of Honour
personal and professional (TD6)
conflicts.

Personal conflicts can arise in any
situation where the impartial and
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objective evaluation of tenders
and/or implementation of the
contract is compromised for
reasons relating to economic
interests, political or national
affinity, family, personal life (e.q.,
family of emotional ties) or any
other shared interest.

Professional conflicts might occur
in situations wher
(previous or ongoing) professional
activities affect the impartial and
objective evaluation of tenders
and/or implementation of the
contract.

If there is a potential conflict of
inter est affecting the Tenderer, a
member of the Consortium, a
subcontractor or a Third Party on
whose resources the Tenderer
relies  upon (if  applicable) ,
Tenderers must immediately notify
the Lead Procurer in writing.

If an actual or potential conflict of

int erest arises at a later stage (i.e.,
during the implementation of the
contract) , the contractor must
contact the Lead Procurer, who is
required to notify the EU and take
all necessary steps to rectify the
situation. The EU may verify the
measures taken and require
additional information to be
provided and/or further measures

to be taken.

If the situation cannot be rectified,
the Tender er will be excluded from
further participation in the PCP.

B) Breach of | A Tenderer or Contractor , a | Declaration of Honour
obligations  relating member of the Consortium, a | (TD6)

to the payment of subcontractor and/or  a Third Party

taxes or social on whose resources it relies upon

security (if applicable) can be excluded from

contributions further participation in the PCP if it

is in breach of its obligations
relating to the payment of taxes or
social security contributions and
where this has been established by
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ajudicial or administrative decision
having final and binding effect

C) Bankruptcy & A Tenderer or Contractor, a | Declaration of Honour
professional member of the Consortium, a (TD®6)
misconduct subcontractor and/or a Third Party

on whose resources it relies upon

(if applicable) can be excluded from
further participation in the PCP in
any of the following situations

1 Where the Contracting
Authority can demonstrate by
any appropriate means a
viol ation of applicable
obligations referred to in Article
18(2)Directive 2014/24/EU of
the European Parliament and of
the Council of 26 February
2014 .

1 Wherethe Tenderer is bankrupt
or is the subject of insolvency or
winding -up proceedings, where
its assets are being
administered by a liquidator or
by the court, where it is in an
arrangement with  creditors,
where its business activities are
suspended or it is in any
analogous  situation arising
from a similar procedure under
national laws and regulations

1 Where the Lead Procurer can
demonstrate by appropriate
means that the Tenderer
Tenderer is guilty of grave
professional misconduct, which
renders its integrity
guestionable .

1 Where the Lead Procurer has
sufficiently plausible
indications to conclude that the
Tenderer has entered into

agreements with other
economic operators with the
intention of distorting
competition .

1 Where the Tenderer has shown
significant or persistent
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deficiencies in the performance

of a substantive requirement
under a prior public contra ct, a
prior contract with a contracting
entity or a prior concession
contract which led to early
termination of that prior
contract, damages or other
comparable sanctions

1 Where the Tenderer has been
guilty of serious
misrepresentation in supplying
the information required for the
verification of the absence of
grounds for exclusion or the
fulfilment of the selection
criteria .

1 Where the Tenderer has
undertaken to unduly influence
the decision -making process of
the Lead Procurer, to obtain
confidential information that
may confer upon it undue
advantages in the procurement
procedure, or to negligently
provide misleading information
that may have a material

influence on decisions
concerning excl usion, selection
or award.

1 Where the Tenderer has failed
to maintain relevant licensing or
membership of an appropriate

trading or professional
organisation where required by
law.

The Tenderer, or a representative
of the Tenderer, a member of the
Consortium, a subcontractor
and/or a Third Party on whose
resources it relies upon (if
applicable) will be excluded from
the PCP it has been convicted by
final judgment for a criminal
offence listed below

Declaration of Honour
(TD6)

D) Criminal offences

1 Participation in a criminal
organisation, as defined in
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Article 2 of Council Framework
Decision 2008/841/JHA.

1 Corruption, as defined in Article
3 of the Convention on the fight
against corruption involving
officials of the European
Communities or officials of
Member States of the European
Union (2) and Article 2(1) of
Council Framework Decision
2003/568/JHA as wel | as
corruption as defined in the
national law of the contracting
authority or the economic
operator.

1 Fraud within the meaning of
Article 1 of the Convention on
the protection of the European
Communitieso
interests.

9 Terrorist offences or offence s
linked to terrorist activities, as
defined in Articles 1 and 3 of
Council Framework Decision
2002/475/JHA respectively, or
inciting or aiding or abetting or
attempting to commit an
offence, as referred to in Article
4 of that Framework Decision.

1 Money la undering or terrorist
financing, as defined in Article 1
of Directive 2005/60/EC of the
European Parliament and of the
Council .

1 Child labour and other forms of
trafficking in human beings as
defined in Article 2 of Directive
2011/36/EU of the European
Parliament and of the Council.

E) Proposed solution Tenderers whose proposed Declaration of Honour
already available in solution is already available in the (TD®6)

the market market will be excluded.

F) Compliance with The Tenderers shall comply with Declaration of Honour
GDPR the legislation and regulations (TD®6).

applicable to the processing of
personal data in Europe.

57



& preventpcp

In particular and if applicable, the
Tenderer, members of a
Consortium, subcontractors and
Third Parties if applicable will have
to ensure compliance with  Article
28(7) of Regulation (EU) 2016/679
of the European Parliament and of
the Council and Article 29(7) of
Regulation (EU) 2018/1725 of the
European Parliament and of the
Council (on standard contractual
clauses between controllers and
processors).

G) Compliance with
Minimum
Documentation
requirements

The Tenderer has the capability to
provide with  the Minimum
Documentation listed in Annex 4.

Declaration of Honour
(TD®6)

& Attention:

1 Tenderers that do not comply with these criteria will be excluded.

1 In case of joint tenders, all members of the
must fill in , sign and submit

Consortium or group of  Tenderers
the Declaration of Honour  (TD6) signed by an

authorised representative ; and fill in, sign and submit the Legal Capacity of the
Tenderer Statement (TD9) .
1 In case of subcontracting, all subcontractors must fill in and submit the

Declaration of Honour

Tenderer Statement (TD9).

91 All the documents must be signed by a duly authorised
to bind the legal/natural person.

1 Modification s of the Declaration of Honour (TD6) and
Tenderer Statement (TD9) are not allowed. Any of such
automatic exclusion of the Tenderer.

9 The exclusion criteria will remain unchanged for the entire duration of the PCP,

thus applying also for the
changes, the Contractor needs to immediately

(TD6); and fill in, sign and submit the Legal Capacity of the

person with the powers

the Legal Capacity of the
modifications will  lead to

Call-Offs for the Phases 2 and 3. If there are any
inform the Lead Procurer .

1 Should there be a missing document, the Lead Procurer has the right (but is not

obliged) to ask for the missing information. If the
necessary information within five

Procurer, it wi Il lead to automatic exclusion.

9 Should there be any doubt as to any of these criteria,

to provide additional information.

Tenderer does not submit the
(5) days from the written request of the Lead

Tenderers may be requested
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The purpose of the Selection Criteria is to determine whether a Tenderer has the
financial, economic, technical and professional capacity necessary to carry out and

perform the work.

The selection criteria are as follows:

Selection criteria

Definition

Evidence

A) Suitability to
pursue the
professional

activity.

The Tenderer, the members of the

Consortium (if applicable) and the

subcontractors (if applicable),
must be able to deliver the R&D
services necessary to tackle the
Prevent PCP chall enge.

Legal Capacity of the
Tenderer Statement
(TD9)

B) Ability to
perform R&D up to
original
development of the
first products or
services and to
commercially
exploit the results
of the PCP,
including intangible
results in particular
IPRs.

Description of the capacity,
materials and equipment that are
available to the tenderer for
research, prototyping and limited
production and supply of the first
set of products or services.

The Tenderer’s premises must be
equipped with individual access
control devices. Any attempts to
access these premises must be
recorded and kept for a minimum
of 2 months.

The Tenderer’'s premises hosting
its technical resources must be
equipped with intrusion detection
devices connected 24 hours a day
to a centralized monitoring
system.

* During the execution of the
Contract, selected Tenderers will
put in place protection
mechanisms  to ensure the
security of the of the Prevent PCP
data, the information of the
Members of the Consortium and
the information used during the
implementation of
selected Tenderers shall also put
in place mechanisms to reduce the
impact of equipment theft
(encryption, geolocation, etc.)

the Contract .

Proof of availability of
testing location for the
execution of the
Phase 2 (Description of
the testing facilities, as

well as property
documents and/or
renting invoices).

The Contractors shall

indicate the level of
certification  of its
technical resources
sites.

In the absence of
certification of the
premises, the
Contractors shall
describe the protection
and monitoring
systems in place
against events that
could disrupt the
activity:  fire, water
leakage, air
conditioning leakage,

electric failure.

The Tenderer will also
provide with a
description (free text)
of th e capabilities of
the organization to

FAT in
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Please note that this is a

performance clause.

commercially  exploit
the results of the PCP.

C) Demonstration
of expertise and
working experience

required to
undertake an
innovative R&D

project that entails
relevant
technology.

Description of the  expertise and
working experience required to
undertake an innovative R&D

project that entails relevant
technology.
*Please note that this is a

performance clause.

At least five CVs of
engineers working for
the Contractor. At least
one of them must be

emplo yed by the
Contractor.

Two CVs of personnel
related to  Project
Management tasks.
The personnel should
have project
management

experience in at least
two projects.

The quality of the CVs
will be evaluated as
part of the weighted
award criteria.

D) Ability of the
personnel to
implement privacy
and security -by -
design in projects
from a technical
development
perspective.

Declaration of the capacity

*Please note that
performance clause.

this is a

At least two CVs of
personnel

implementing privacy -
and security -by-design
in projects from a
technical development
perspective  working
for the Contractor. At
least one of them must
be employed by the
Contractor.

The quality of the CVs
will be evaluated as
part of the wei ghted
award criteria.
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E) At least o ne | Description of (a) case(s), not | Template provided in

reference case of older than 3 years . the Declaration of

implementing a Honour (TD6).

\rl)lr%?(gct r;gfg}énctso The quality of the_

the reference case(s) will
be evaluated as part of

Public Safety field the weighted award

or a PTO criteria.

environment or a

critical

infrastructure

environment

5 Attention:

1 Tenderers that do not comply with these criteria will be excluded.

1 The Contractor, all the partners of a Consortium and all the subcontractors o if
any o0 can comply with these selection criteria together.

1 The selection criteria will remain unchanged for the entire duration of the PCP,
thus applying also forthe  Call-Offs for the Phases 2 and 3. If there are any changes
the Contractor needs to immediately inform the Lead Procurer.

1 Should ther e be a missing document, the Lead Procurer has the right  (but is not
obliged) to ask for the missing information. If the Tenderer does not submit the
necessary information  within five (5) days from the written request of the Lead
procurer, it will lead to automatic exclusion.

9 Should there be any doubt as to any of these criteria, Tenderers may be requested

to provide additional information.

The CVs of criteria C) and D) shall be submitted in envelope A and B.

The reference case of criterion E) shall be submitted in envelope A and B

= =4

3.4 Award criteria

By submitting a tender, a Tenderer commits to perform the contract in full compliance

with the terms and conditions of the procurement documents for this Call for Tenders.
Particular attention is drawn to the fact that tenders must comply with applicable data
protection, environment al, social and labour law obligations established by Union law,
national legislation, collective agreements or the international environmental, social and

labour conventions listed  (see Annex 8).

The minimum requirements shall be observed throughout the entire duration of the
contract. Compliance with these requirements is mandatory and cannot be subject to
any assumptions, limitations, conditions, or reservations on the part of a tenderer.

There are 2 types of award criteria  : pass/fail award criteria and weighted award criteria.

U Pass/fail _award criteria

These are the criteria that can only have value 0 or 1 and the score of the other award
criteria must be multiplied by this value (so that the total score becomes 0 if a tender
scores 0 on a passf/fail award criterion). Tenderers must comply with all these
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requirements in orderto  participate in the Prevent PCP and have their Tenders evaluated
according to the weighted award criteria.

Tenders must comply with the following on/off award criteria:

Pass/fail award | Definition Evidence
criteria

A) Compliance R&D covers fundamental Declaration of Honour (TD 6).

with the research, industrial research Additionally :
definition of and experimental
R&D services ° development, as per the T The offers for all 3 Phases may

include only items needed to
address the challenge in
question and to deliver the R&D

definition given in the EU
R&D&I state aid framework .*°

It may include exploration services described in th is Call
and design of solutions and for Tenders.

prototyping up to the

original development of a 1 The total value of products

offered in Phase 1 and in P hase
2 must be less than 50% of the
value of the Phase 1 and Phase
2Contracts & v.al ue

limited volume of first
products or services in the
form of a test series.

Original development of a

first product or service may 1 The value of the total amount of
include li mited production products ~ covered by the
or supply in order to contract must be lessthan 50 %
incorporate the results of of the total value of the PCP
field -testing and to framework agreement.
demonstrate  that  the | Tenders that go beyond the
product or service is suitable provision of R&D services will be
for production or supply in excluded.

quantity  to acceptable
quality standards. *

R&D does not include
guantity  production  or
supply to establish
commercial viability or to
recover R&D costs. It also
excludes commercial
development activities such
as incremental adaptations
or routine or periodic

° As described in the most recent version of the Frascati Manual: OECD (2015), Frascati Manual 2015:
Guidelines for Collecting and Reporting Data on Research and Experimental Development, The Measurement

of Scientific, Technological and Innovation Activities, OECD Publishing, Paris,
https://doi.org/10.1787/97892642 3901

1 See Point 15 of the Commission Communication on a f ramework for state aid for research and
development and innovation  (C(2014) 3282).

™ See Article XV(1)(e) WTO GPA 1994 and the Article XI 11(1)(f) of the revised WTO GPA 2014 .
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changes to existing
products, services,
production lines, processes
or other operati ons in
progress, even if such
changes may constitute
improvements.

The purchase of commercial
volumes of products or
services is not permitted.

The definition of services
means that the value of the
total amount of products
covered by the contract
must be less than 50 % of the
total value of the PCP
framework contract.

B) Compatibility
with other public
financing

Tenders that receive public
funding from other sources
will be excluded if this leads
to d ouble public financing or
an accumulation of different
types of public financing
that is not permitted by EU
legislation, including EU
state aid rules.

Declaration of Honour (TD 6).

C) Compliance
with the
requirements
regarding the
place of
performance of
the contract

Contracts must be
implemented in compliance

with the following place of

performance obligation:

100% of the R&D activities
described in this Call for
Tenders, the Framework
Agreement and the Specific
Phase Contracts must be
located in EU Member States
and/or in countries
associated to Horizon 2020.

The principal R&D staff
working on each specific
contract must be located in
the EU Member States
and/or in countries

Declaration of Honour (TD6)
Additionally:

T A list of staff working on the
specific contract (including for
subcontractors) , indicating
clearly their role in performing
the contract (i.e., whether they
are principal R&D staff or not)
and the location (country)
where they will carry out their
tasks un der the contract.

1 A list of geographical locations
where the data is hosted (and
backup sites).
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associated to Horizon

2020 .*

The percentage is calculated
as the part of the total
monetary value of the
contract that is allocated to
activities performed in the
EU Member States and/or in
other countries associated
to Horizon 2020. All
activities covered by the
contract are included in the
calculatio n (i.e. all R&D and
operational activities that
are needed to perform the
R&D services, e.g. research,
development, testing and

certifying solutions). This
includes all activities
performed under the

contract by contractors and,

if applicable, their
subcon tractors.
The Tenderer shall specify

the geographical locations in
which the computer data
related to the service, the
services to be provided and
the persons participating in
the contract are located.

* The selected Contractors

will have to ensure that a |l
its infrastructures (technical

or organizational) are
managed within the
European Union. Please note

that this is a performance
clause.

D) Compliance
with ethics
requirements

Tenders will be excluded if
they do not comply with the
following rules:

1 Ethical principles
(including the highest
standards of research

Declaration of Honour (TD  6).

If the Tender involves activities that
raise ethical issues, the Tenderer
must submit an ethics self
assessment that:

* The principal R&D staff are the main researchers, developers and testers responsible for leading the R&D
activities covered by the contract.
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integrity, notably as set
out in the European Code

of Conduct for Research

plagiarism and

Integrity *2, and, in
particular, avoiding
fabrication, falsification,

other

research misconduct).

1 Describes how the tender meets
the legal and ethical
requirements of the country or
countries where the tasks
raising ethical issues are to be
carried out.

1 Explains in detail how the
tenderer intends to address the

1 Applic able international, ethical issues identified, in
EU and national law particular as regards objectives
(e.g., privacy, data (e.g., dual -use goods *);
protections, security, methodology (e.g., involvement
dual -use goods , etc.) of children and related consent

procedure and protection of
data collected) and the potential
impact (e.g., issues relating to
the dual use of goods,
stigmatisation of particular

social groups ).

They will also be excluded if
they include activities that
do not focus exclusively on
civil applications. *

Before starting the particular task
that raises ethical issues,
Contractors m ust provide a copy of
any ethics committee opinion
required under national law; and
any notification or authorisation for
activities raising ethical issues
required under national law.

) Attention:

1 Tenderers that do not comply with these criteria will be excluded.

9 The Contractor, all the partners of a Consortium (if applicable) and all the
subcontractors (if applicable) must each comply with these pass/fail award
criteria.

1 The pass/fail award criteria  will remain unchanged for the entire duration of the
PCP, thus applying also for the  Call-Offs for the Phases 2 and 3. If there are any
changes, the Contractor needs to immediately inform the Lead Procurer.

1 Should there be a missing document, the Lead Pro curer has the right (but is not
obliged) to ask for the missing information. If the Tenderer does not submit the
necessary information within five (5) days from the written request of the Lead
Procurer, it will lead to automatic exclusion.

® The Europe an Code of Conduct for Research Integrity of ALLEA (All European Academies).

“ They will al so be excluded if they include plans to carry out activities in a country outside the EU if they

are prohibited in all Member States or plans to destroy human embryos. Such as activities whose aim is to

carry out human cloning for reproductive purposes; mo dify the genetic heritage of human beings in such a
way as could make such changes heritable (with the exception of research relating to cancer treatment of

the gonads) and/or create human embryos solely for the purpose of research or for the purpose of st em cell
procurement, including by means of somatic cell nuclear transfer.

** See Article 2(1) EU Export Control Regulation No 428/2009 .
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9 Should there be any doubt as to any of these criteria, Tenderers may be requested

to provide additional information.

U Weighted award criteria

These criteria and related sub criteria will be used to evaluate the award of the
Framework Agreement (TD 11) and the Phase 1 Contract (TD 12), according to a quality
assessment.

AWARD
CRITERIA

SUB AWARD DESCRIPTION Maximum
CRITERIA ) score

Weight

1. IMPACT ON
THE
CHALLENGE
(1C)

Level of match
with the
requirements

How the proposed solution
meets the challenge and tackles
the 3 use cases and whether it
will have the desired impact. 5
categories of requirements are
detailled in the confidential
annex, and each will be analyzed
per function:

I Functional requirements
(40%)

i Technical
(30%)

9 Hardware
(15%)

9 Cybersecurity
requirements (10%)

9 Training requirement  (5%)

requirements

requirements

The Contractors are expected to
detail how they will address all
the features/requirements for
each category.

35%

28

The approach
demonstrates
commercial
feasibility and
a realistic
commercializa
tion plan,
including the
market
analysis

The approach demonstrates
commercial feasibility and a
realistic commercialization plan,
including the market analysis
The commerciali zation plan
should take into account the
involved stakeholders and value
chain, as well as list those topics
that are very relevant for the
commercialization, but for
which no quantitative data are
available yet. It should also
outline how the Tenderer
intends to engage with VC
capital organisations. Tenderers

5%
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must consider the future
certification of their solutions or
contribution to standardisation
in their commercialization plan.
The plan will also explain the
IPRs management, including the
use of Open Source Licenses and
Proprietary Software. The
commercialization plan will be
subsequently finetuned for the
End of Phase Report of each of
the Phases.

The commercialization plan
should consider that the final
solution at TRL 9 should be
certified under ISO/IEC
27001/2013.

The Contractors are expected to
describe the projection of
hardware and software costs to
implement the solution after the
PCP procedure.

2. VALIDITY OF Quality of the Methodology proposed by the 15% 12

THE methodology & | Contractors should describe:

TECHNICAL Design,

APPROACH development | T
and

R installation of

the solution

Phase 1: how to ensure the
understanding of the
requirements and needs and
to achieve the final design of
the future solution .

i Phase 2:

- Development
mechanisms of the
algorithms,
methodologies to design
and develop the human
machine interface, the
principles of integration
and interoperability with
the Video Management
System.

- Installation and
calibration of the solutio  n

** ISO/IEC 27001:2013 specifies the requirements for establishing, implementing, maintaini ng and
continually improving an information security management system within the context of the organization.

It also includes requirements for the assessment and treatment of information security risks tailored to the

needs of the organization. The requi  rements set out in ISO/IEC 27001:2013 are generic and are intended

to be applicable to all organizations, regardless of type, size or nature. See
https://www.iso.org/obp/ui/#is 0:std:iso -iec:27001:ed -2:vl:en
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in SNCF laboratory to
conduct the functional
acceptance test (FAT) .

- Security and data

protection compliance
1 Phase 3:

- Installation and
calibration of the solution
in all pilot sites to
perform the evaluations
in real conditions
(including fine tuning
sessions) .

- Assistance and bug fixes
implementation  during
the whole phase .

- Security and data
protection complianc e.

Expertise skills
of the
technical team

*Please note
that this is a
performance
clause.

Detailed technical resources
allocation for the Phase 1:
design of the solution.

Forecast technical
allocation for:

resources

I Phase 2: development of the
solution (algorithms, HMI,
security compliance,
integration and
interoperability), installation
of the solution in SNCF
laboratory (set up,
calibration, fine  tuning),
assistance and bug fixes.

i Phase 3: installation of the
solution in all pilot sites (set
up, calibration, fine tuning),
assistance and bug fixes.

The quality of the CVs will be
part of the analysis.

15%

12

3. QUALITY OF
THE TENDER

(QT)

Quality of the
proposal

Understanding of the context
and the need ; quality, clarity and
originality of the proposal

5%

Quality of the
methodology -
Project
management

Effective project management
and clear plan to design,
develop, install, calibrate, test
and fine tune the solution
allowing to finalize  Phase 3 on
time, including identification of

10%
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crucial risks (technical,
commercial and other) and how
to man age them effectively

Expertise of Detailed project management 5% 4
the project resources allocation for  Phase 1.
:gzrr:]agement Forecast project management
resources allocation for  Phase 2
*Please note and 3.
theeﬁg?rﬁ;ﬁ(?e The quality of the CVs will be
P part of the analysis.
clause.
Similar Following the template provided 10% 8
projects in the Declaration of Honour

enlightened in
the proposal
(PCP, R&D,
Video
Analytics
Development)

(TD6), the quality of the
reference(s) will be analyzed
regarding several components:

-  Complexity of the R&D
activities

- Performance of the video
analytics deployed

- Size of the project (hardware,
software, project team,

development team )

These criteria and related sub
Phase 2 Contract ( TD15), according to a quality assessment.
award criteria and its relative weighting can be finetuned

Phase 1.

AWARD

CRITERIA

SUB AWARD

CRITERIA

DESCRIPTION

Weight

award criteria will be used to evaluate the award of the
Please note that the sub
depending on the outcomes of

Maximum
score

1. IMPACT ON
THE
CHALLENGE

(IC)

Level of match
with the
requirements

How the final design (provided in
the end of Phase 1 report) meets
the challenge and tackles the 3
use cases and whether it will
have the desired impact. In
principle, the 5 categories of
requirements will stay the same
as already described, and the
evaluation will be the following:

9 Functional
(40%)

requir ements

(%)

40%

32
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9 Technical requirements
(30%)

i Hardware requirements
(15%)

1 Cybersecurity
requirements (10%)

I Training requirements
(5%)

The Contractors are expected to
detail how they will develop all
the features/requirements for
each category.

The approach The approach demonstrates 10% 8
demonstrates commercial feasibility and a

commercial realistic commercialization plan,

feasibility and including the market analysis.

a realistic

The commercializ ation plan

%onmlr)r;::lmallzat ;hould take into account the
including’ the mvo_lved stakehol_ders and va!ue
market chain, as well as list those topics

X that are very relevant for the
analysis

commercialization, but  for
which no quantitative data are
available yet. It should also
outine  how the Tenderer
intends to engage with VC
capital organisations.

Contractors must consider the
future certification of their
solutions or contribution to
standardisation in their
commercialization plan.

The plan will also explain the

IPRs management, including the
use of Open Source Licenses and
Proprietary Software.

The commercialization plan will
be subsequently finetuned for
the End of Phase Report of each
of the Phases.

The commercialization plan
should consider that the final
solution at TRL 9 should be
certified under ISO/IEC
27001/2013.

The Contractors are expected to
describe the projection of
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hardware and software costs to
implement the solution after the
PCP procedure.

2. VALIDITY OF
THE
TECHNICAL
APPROACH

(VTA)

Quality of the
methodology -
Development
of the solution

Methodology proposed by the
Contractors should describe:

For Phase 2, details are expected
about:

- The development of the
algorithms, development of
the human machine
interface, development of
integration and
interoperability modules with
the  Video  Management
System.

- The software and hardware
architecture of the
installation in SNCF
laboratory .

- The ins tallation and
calibration of the solution in
SNCF laboratory to conduct
the functional acceptance
test (FAT).

- The security and data
protection compliance

Updated forecast for Phase 3:

- The software and hardware
architecture of the
installation in all pilot  sites

- Installation and calibration of
the solution in all pilot sites
to perform the evaluations in
real conditions (including
fine tuning sessions)

- Assistance and bug fixes
implementation during the
whole phase

- Security and data protection
compliance

15%

12

Expertise skills
of the technical
team

*Please note
that this is a

Detailed technical resources
allocation for the Phase 2:
development of the solution
(algorithms, HMI, security
compliance, integration and
interoperability), installation of

15%

12
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performance the solution in SNCF laboratory
clause. (set up, calibration, fine tuning),
assistance an d bug fixes.
Forecast technical resources
allocation for the phase 3:
installation of the solution in all
pilot sites (set up, calibration,
fine tuning), assistance and bug
fixes.
The quality of the CVs will be
part of the analysis.
3. QUALITY OF Quality of the Understanding of the context 5% 4
THE TENDER proposal and the need; quality, clarity and
originality of the proposal.
(QT) g y prop
Quality of the Effective project management 10% 8
methodology - | and clear plan to develop,
Project install, calibrate, test and fine
management tune the solution allowing to
finalize Phase 3 on time,
including identification of
crucial risks (technical,
commercial and other) and how
to manage them effectively
Expertise of | Detailed project management 5% 4
the project | resources allocation for  Phase 2.
trggrr:qagement Forecast project management
resources allocation for phase 3.
*
tE;?atsr?is isno;e The quality of the CVs will be
part of the analysis.
performance
clause.
100 80

These criteria and related sub award criteria will be used to evaluate the award of the
Phase 3 Contract (TD1 6), according to a quality assessment. Please note that the sub
award criteria and its relative weighting can be finetuned depending on the outcomes of
Phase 2.

AWARD SUB AWARD DESCRIPTION Weight Maximum
CRITERIA CRITERIA
1. IMPACT ON Performance The  performance of the 40% 32
THE of the prototype will be measured at
CHALLENGE prototype and the end of Phase 2 based on the

evaluation table (Confidential
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(IC)

expected
improvements

information provided as part of
Annex 6) and on the End of
Phase 2 Report.

Based on the results of Phase 2,
the Contractors will  explain how
they will improve their results for
each requirement for Phase 3
and indicate the expected level
of performance they forecast to
achieve.

The approach
demonstrates
commercial
feasibility and
a realistic
commercializa
tion plan,
including the
market
analysis

The approach demonstrates
commercial feasibility and a
realistic commercialization plan,
including the market analysis

The commerciali zation plan
should take into account the
involved stakeholders and value
chain, as well as list those topics
that are very relevant for the
commercialization, but for
which no quantitative data are
available yet. It should also
outline how the Tenderer
intends to engage with VC
capital organisations.

Contractors must consider the
future certification of their
solutions or contribution to
standardisation in their
commercialization plan.

The plan will also explain the
IPRs management, including the
use of O pen Source Licenses and
Proprietary Software. The
commercialization plan will be
subsequently finetuned for the
End of Phase Report of each of
the Phases.

The commercialization plan
should consider that the final
solution at TRL 9 should be
certified under ISO/IEC
27001/2013.

The Contractors are expected to
describe the projection of
hardware and software costs to

15%

12
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implement the solution after the
PCP procedure.
2. VALIDITY OF Quality of the Methodology proposed by the 15% 12
THE methodology & | Contractors should describe:
TECHNICAL Installation, - Improvement of the solution
APPROACH calibration and
fine tuning of compared to the prototype
(VTA) h : - The software and hardware
e solution .
architecture of the
installation in all pilot sites
- Installation and calibration of
the solution in all pilot sites
to perform the evaluations in
real conditions .
- Fine tuning after evaluation
sessions .
- Assistance and bug fixes
implementation during the
whole phase .
- Security and data protection
compliance .
Expertise skills | Detailed technical resources 10% 8
of the allocation for the Phase 3:
technical team installation of the solution in all
please note | BT SR B etance and bu
that this is a fixes 9. 9
performance ’
clause. The quality of the CVs will be
part of the analysis.
3. QUALITY OF Quality of the Understanding of the context 5% 4
THE TENDER proposal and the need; quality, clarity and
QT) originality of the proposal.
Quiality of the Effective project management 10% 8
methodology - | and clear plan to develop,
Project install, calibrate, test and fine
management tune the solution allowing to
finalize phase 3 on time,
including identification of
crucial risks (technical,
commercial and other) and how
to manage them effectively
Expertise of Detailed project management 5% 4

the project

resources allocation for phase 3.
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management The quality of the CVs will be
team part of the analysis.

*Please note
that this is a
performance
clause.

2y Attention:

1 Should there be a missing document, the Lead Procurer has the right (but is not
obliged) to ask for the missing information. If the Tenderer does not submit the
necessary information within five (5) days from the written request of the Lead
Procurer, it wi Il lead to automatic exclusion.

1 Should there be any doubt as to any of these criteria, Tenderers may be requested
to provide additional information.

9 Additional sub -criteria may be added , modified and /or deleted for the Call-Offs
for Phases 2 and 3, as aw ay of making the award criteria more precise, provided
that they do not substantially change the existing criteria. The weighting of the
sub -criteria can also change.

1 A minimum threshold of 40 points in the weighted award criteria must be reached
for the Tender to be accepted.  For Phase 2 the threshold set is 50 points and for
Phase 3 60 points.

1 Confidential aspects - detail ed in Annex 6 - will be shared once the NDA (TD2)
and the EURI Templat e (TD3).

The table below contains the Scoring Model that will be used by the T MC and the PECto
assess and score the extent to which a Tender/Offer is meeting the Award Criteria.

Score | Description

0 The description fails to address the Objective or cannot be assessed due to
missing or incomplete information

0,2 Poor & Objective is inadequately addressed or there are serious inherent
weaknesses .

0,4 Fair 0 The description broadly addresses the Objective, but there are significant
weaknesses .

0,6 Good & The description addresses the Objective well, but a number of

shortcomings are present

0,8 Very good & The description addresses the Objective very well, but a small
number of shortcomings are present

1 Excellent 8 The descripti on successfully addresses all relevant aspects of the
Objective. Any shortcomings are minor.
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Every score per quality criterion (all, will be multiplied with the weight for the criterion).

For example, if a tender scores 0,8 points (Very good) for sub criterion v, this means this
tender receives 0,8 points * 5 = 4 points in total for this criterion out of a maximum of
5 points. Per criterion, this same methodology will be used. If a tender would score the
maximum number of points for every criterion, it will receive the total maximum
technical score of 80 points.

3.5 Scoring

Awarded points for each criterion will be multiplied by weighting percentage for
particular criteria leading to a final score per criteria. The final score for Tenderer is a
sum of all final criteria scores.

The maximum scoring obtained after the proposal evaluation shall be 100 points, where:
9 20 percentage of the points correspond to the Financial Offer , and
9 80 percentage of the points correspond to the Technical Offer

Following the Scoring Model:

Li=80* (Ti/Tmax ) + 20 * [( Fmin for Phase 1/ Fi for Phase 1) + ( Fmin Phase 2/ Fi
for Phase 2) + ( Fmin for Phase 3/ Fi for Phase 3)]

Where
 Tmax Technical Score of the Best Technical Tender for the Phase
T Ti Technical Score of the Tender i
1 Fmin Lowest Price of all Tenders for each Phase
1 Fi Price of the Tenderi for each Phase
M1 Li Total Score of the Offer i rounded to two decimals places.
This formula will be used for all the Phases of the PCP.

3.6 Evaluation Overview

For the purpose of the evaluation of the received Tenders, the Lead Procurer shall
appoint the following ~ Committees :

1 Procurement Evaluation Committee (PEC):

The PEC analyses, makes proposals and sets guidelines for the whole PCP tendering
process. It monitors the elaborat ion and approves the tender specifications, the
evaluation criteria and award criteria prepared by the Technical Management Committee
along with all tender documentation and the IPR management.

2 Technical Management Committee (TMC):

The TMC assists in the ir activities the PEC based on the tender specifications, the
evaluation and award criteria.

3 KEMEA Procurement Board:
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Composed by three members of KEMEA procurement department dealing with
administrative aspects of the procurement. It passes this opinion to the PEC for final
decision.

Tenders will be evaluated in a non  -discriminatory and transparent manner.

3.7 Evaluati on of the submitted Tenders and initial Contract Award

The evaluation process and initial contract award  will be carrying out the following eight
steps:

1 Step 1 fi Checking exclusion criteria per Tenderer. Performed by KEMEA
Procurement Board. All the related documents shall be submitted in ENVELOPE
A.

I Step 2 it For Tenderers passing Step 1, checking selection criteria per Tenderer
Performed by KEMEA Procurement Board. All the related documents shall be
submitted in ENVELOPE A.

1 Step 3 i For tenderers passing Step 2, checking pass/fail award criteria per
Tender. Performed by KEMEA Procurement Board. All the related documents
shall be submitted in ENVELOPE A.

Formal Approval by PEC of the outcome of the three prior steps.

i Step 4 A For tenderers passing Step 3, evaluating the tender based on the
weighted award criteria . Performed by TMC.

91 Step 5 i Opening of the Economical offers . Performed by KEMEA Procurement
Board.

Formal Approval by PEC of the outcome of the two prior steps.
i Step 6 fi Final ranking by PEC.
1 Step 7 - Provisional award decision by PEC

9 Step 8 & Signing of Framework Agreements and Phase 1 Contracts.

The Prevent PCP Buyers Group wild.l proceed with
information provided in the Administrative Section of the proposal (exclusion, selection
and pass/fail award criteria , all related documents submitted in ENVELOPE A. This will

be followed by the technical evaluation (all related documents submitted in ENVELOPE B)
and the financial evaluations (all related documents submitted in ENVELOPE C). See
Annex 2. Checklist of documents and actions, for more informat ion.

Then the TMC and the PEC will proceed to the scoring, according to the criteria and
procedures described above. At the end of the evaluation procedure, a ranking will be

drawn up, in which the tenders will be inserted based on the overall score achie ved, in
descending order.

1

t
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In case that tenders of two or more tenderers obtain the same overall score, but with
different partial scores for the price and for all the other different evaluation elements,

the tenderer who obtained the best score on the Tec hnical Offer will be placed first in
the ranking.

A Attention:

9 Tenders not complying with the Tender conditions on the content and format
(Technical Offer (TD4) and Financial Offer and Cost Breakdown (TD5) will be
excluded from the tender evaluation.

1 Completeness and formal correctness of the tender procedure will be checked; in
case of lack of documents, incompleteness and any other non -essential
irregularities of the Tender, the Lead Procurer may request the necessary
additions and clarifications. The Lead Procurer may conduct the necessary
regularization by requesting the information from the Tenderer. If the Tenderer
does not submit the  necessary information within five (5) days from the written
request of the Lead Procurer, it will lead to automatic exclusion

1 All the documents must be signed by a duly authorised person with the powers
to bind the legal/natural person.

1 Modifications to the Technical Offer (TD4), the Financial Offer and Cost
Breakdown (TD5), the Declaration of Honour (TD6), the Consortia Statement
(TD7), the Subcontracting Statement (TD8), the Legal Capacity of the Tenderer
Statement (TD 9), the Declarat ion of pre -existing rights (TD10), are not allowed.
Any of such modifications will lead to automatic exclusion of the Tenderer.

1 All cost and risk of preparing and submitting a Tender for the Prevent PCP are
born by the Tenderers.

3.8 Procedures for appeal

If the (potential) Tenderers have  submitted an incorrect or incomplete NDA (TD2) and/or
EURI Template (TD3), and as a consequence are not  considered reliable to receive the
confidential and/or RESTREINT UE/EU RESTRICTED information, they have the right to
lodge an appeal with  the Greek Administrative Court of Appeal of Athens within five (5)
days of the decision of the Lead Procurer. Failure to submit an appeal within these
deadlines leads to termination of the right to appeal (on a | ater stage and on other
grounds) and to participate in the PREVENT PCP.

The submissionofat ender implies unconditional acceptance of all terms and conditions
contained in this  Call for Tender. Under penalty of exclusion, tenders must not contain
any reservation in relation to any point in the Tender terms and conditions.

If the Tenderers have a ny complaints about the contents of the tendering documents o}
specifically , but not excl usively, regarding exclusion, selection, pass/fail and weighted
award criteria 0 they must submit them to the Lead Procurer within ten (10) days of the
publication of the Call for Tender s on TED. If the dispute is not solved amicably, the
Tenderer may lodge an appeal with the Greek Administrative Court of Appeal of Athens
within five (5) days of the decision of the Lead Procurer. Failure to submit an appeal
within these deadlines leads to  termination of the right to appeal (on a later stage and
on other grounds ) and to participate in the PREVENT PCP.

All possible complaints during the tendering process willbe  solely submittedtothe Lead
Procurer within ten (10) days following the notification of the final decision & as
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described in step 7 of section 3.7 - ofthe PEC Complains will not be addressed to the
other members of the Buyers  Group or the Prevent PCP Consortium or the EC.

Submission of complaints shall not lead to unreasonable delays in the evaluation and
award procedures.

The Lead procurer, the members of the Buyers Group, the Prevent PCP Consortium
and/or the EC will not be liable for any loss or damage that the tenderer may suffer in
preparing and submitting a bid for this PCP.

The Lead Procurer will forward the complain ts to the T MC which is responsible to
evaluate the complaints and to submit its opinion to the PECfor final decision.

Possible complaints against any final decision of the PECmay be reviewed by the Greek
Administrative Court of Appeal of Athens .Y The tenderers are mandated to notify the
Lead Procurer in writing that they are submitting an appeal to challenge a decision of
the PEC.

Any dispute or claim arising in connection with the execution of the contracts shall be
heard by Greek Administrati ve Court of Appeal of Athens

¥ https://europa.eu/youreurope/business/selling -in-eu/public_-contracts/request -review -public -
procurement -procedure/index_en.htm
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SECTION 4: CONTENT & FORMAT OF the TENDERS
4.1 N DA and EURI submission - Content & Format

In this procedure, only those Tenderers that sign and submit the NDA (TD2) and the EURI
Template (TD3) will receive the RESTREINT UE/EU RESTRICTED information and be invited
to submit a Tender. See section 1.5 of this Call for tenders (TD1) for additional
information

These documents willbe sentby e -mailto preventpcp -procurement@kemea -research.gr ,
indicating thatitrelatestot  he dossier (R&D Services within the PREVENT PCP Project)

Once these two documents have been filled in, s igned and submitted, the Tenderer will
receive the RESTREINT UE/EU RESTRICTERnd/or confidential information (physical
documents in the physical address indicated in the EURItemplate) necessary to submit

an adequate offer within  the deadline setin  section 2.6 .

4.2. Tender submission -Content & Format

All Tenderers must use the = PREVENT PCPTender Documents, which can be accessed
along with all of the other Tender Documents and related annexes (except where
confidential and/or RESTREINT UE/EU RESTRICTED information is involved ) by following
the instructions in the Contract Notice on TED.

The Tender Documents are  also available to be downloaded onthe PREVENTPCPwebsite
(www.prevent -pcp.eu).

All Tende rs must indicate that it relates to the dossier (R&D Services within the
PREVENT PCP Project) and be addressed t o the Lead Procurer :

Center for Security Studies (KEMEA), Hellenic Ministry of Citizen Protection , 4, P.
Kanellopoulou str. 10177, Athens, Greece.

Att: Ms Panagiota Benekou

The Tenders - which should be sent within the deadline established in section 2.6 -
should be delivered by one of the following ways:

1 By hand at the official registry office of KEMEA at the above -mentioned address .

9 By registered post services with shipment notice and confirmation of receipt . In
such case, Tenderers should inform the Lead Procurer of the dispatch of the
tender by fax  or email on the same day, attaching a proof of the date of shipment,
which must be before the deadline for the reception of tenders.

All Tenders must be submitted in three separate and independent envelopes (A, B and
C), in a way that allows the secrecy of the content of each one to be guaranteed until
their formal opening.
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e TD 6: Declaration of

¢ TD 4: Technical Offer

Honour ¢ TD 10: Declaration
e« TD 7: Consortia of pre-existing rights
Statement - if * + (potential) means
applicable of proof to
« TD 8: Subcontracting demonstrate
Statement  —  if technical eligibility
applicable

* TD 9: Legal Capacity

of

the Tenderer

Statement
* + means of proof to

demonstrate
administrative

eligibility

¢ TD 5: Financial Offer
and Cost Breakdown

* + (potential) means

of proof to

demonstrate
financial eligibility

* TD1. Request for
Tenders

* TD 2: NDA

* TD 3: EURI Template

* TD 11: Framework
Agreement

* TD 12: PCP Specific
contract for Phase 1

* TD 13: End of Phase
(1, 2, 3) report

¢ TD 14: Report main
results and lessons
learned for
publication

* TD 15: PCP Specific
contract for Phase 2

* TD 16: PCP Specific
contract for Phase 3

* ANNEXES

These envelopes should:

1

= =

Be signed by the Tenderer or its duly accredited representative, stating the full
name (or entity name) of both and identifying the tender, a telephone number and

an email address for contact.

Include a list of the contained documentation.

Contain an electronic copy of their full ¢ ontent. This electronic copy may only be
submitted on a DVD or memory stick (any other digital media will not be allowed)

and shall be recorded exclusively in one PDF document.

2\ Attention:

1
1

In Annex 2, a detailed explanation of the documents, actions to be taken and
related envelopes can be found.

More detailed information about the final layout requirements for the Phases 2

and 3 offers will be provided in the subsequent Call -offs.

The period of validity of the Tenders is six (6) months from t he deadline indicated
above (shorter validity period is not admissible and shall conduct to the rejection

of the offer).

Tenders and supporting documents must be written in English or a full English
translation shall be provided at no cost to the Lead Proc urer.

Tenders must not be qualified or accompanied by statements or a covering letter

that might be construed as rendering the tender equivocal. Unauthorized
alterations or additions must not be made to any component of the tender
documents.
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4.3. Opening of tenders

Opening of the envelopes will take place at 12:00h (CEST) on 3 October 2022 at the
following location:

Center for Security Studies (KEMEA), Hellenic Ministry of Citizen Protection , 4, P.
Kanellopoulou str. 10177, Athens, Greece

Opening of the envelopes will be carried out by the PREVENT PCR KEMEA Procurement
Board. An authorised representative of each Tenderer may attend the opening. The
information provided during the openin g will be solely the names of the companies

who have submitted a Tender.

Companies wishing to attend are requested to notify their intention by sending an e -mail
to preventpcp -procurement@kemea -research.gr at least 48 hours in advance. This
notification must be signed by an authorised officer of the tenderer and specify the name

of the person who will attend the opening of the Tenders onthe Tenderer's behalf.

The person of the Contracting Authority to whomthe Tenderers must  provide all rele vant
information/clarification is: Panagiota Benekou, Phone: +030 2107710805 int. 3 64,
Fax: +030 2111004499, Email: preventpcp -procurement@kemea -research.gr

4.4 Administrative section (ENVELOPE A)

Envelope A shall contain information and evidence on the eligibility of the Tenderer  to
be provided by means of the documents and forms described below:

1 The legal capacity and the representation of the Tenderer , all the members of the
Consortium (if applicable), subcontractors (if applicable) and Third Parties (if
applicable) shall be proved by filling, signing & by a duly authorized person & and
submitting the  Legal Capacity of the Tenderer Statement (TD9).

1 Inthe case of a joint tender, all the members ofa Consortium will  have to fill in, sign
0 by a duly authorized person & and submit together the Consortia Statement (TD7)

1 In the case of subcontracting, the Subcontracting Statement (TD8)  will have to be
filled in, signed o by a duly authorized person 8 and submitted.

1 To prove compliance with th e exclusion, selection and pass/fail award criteria , the
Tenderer, all the members of the Consortium (if applicable), subcontractors (if
applicable) and Third Parties (if applicable) shall fill in, sign & by duly authorized
person & and submit the Declaration of Honour (TD6)

All the necessary documentation for the exclusion criteria , selection criteria and pass /fail
award criteria will be also submitted in envelope A.

4.5 Technical section (ENVELOPE B)
Envelope B) referring to the  technical offer  must contain:

1 A technical plan that outlines 1. Impact on the challenge, 2. Validity of the
technical approach that will be adopted and 3. Quality of the tender, based on the
weig hted award criteria.

i A Declarationofpre -exi sting rights (background | PRs)

proposed solution, in order to allow IPR s dependencies to be assessed, following
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the template provided in TD10.

An excel & that will be provided as par t of Annex 6. Confidential information once
the NDA (TD2) and EURI Template (TD3) have been submitted 0 in order to
demonstrate the sub award criteria level of match with the requirements.

Together with this document & Technical Offer (TD4) & the Tenderer will have to
submit in Envelope B proof of Selection Criteria C), D) and E). In other words:

0 At least five CVs of engineers working for the Contractor. At least one of
them must be employed by the Contractor.

o0 Two CVs of personnel related to Project Management tasks. The personnel
should have project management experience in at least two projects.

0 Atleasttwo CVs of personnel implementing privacy - and security -by-design
in projects from a technical development perspective working f or the
Contractor. At least one of them must be employed by the Contractor.

0 At least one reference case of implementing a video analytics project
related to the Public Safety field or a PTO environment or a critical
infrastructure environment using the te mplate provided in the Declaration
of Honour (TD6).

5 Attention:

1

1

1

T

Tenders failing to meet these requirements and submit all the necessary
documentation will be excluded.

The technical part must provide a detailed technical offer for phase 1 (including
an explanation of the methodology, a work plan and details of deliverables and
milestones), and must specify the plans for and objectives of the subsequent
phases 2 and 3 and beyond (including a plan for commercial exploitation of the
results).

The information provided in the technical section of the tender will be used to
evaluate the Tenders, on the basis of the weighted award criteria and the pass/fail
award criteria A, C and D (if applicable) and the selection criteria C), D) and E).

Tenderers are recommend ed to describe their offer for Phase 1 and plan for Phase
2 and 3 in a maximum of 50 pages (not including the reference case(s), the excel
sheet and the CVs) .

4.6 Financial section (ENVELOPE C)
The tender must include a detailed financial offer  specifying:

1

1

Binding maximum unit prices for all items needed for carrying out Phase 1 and
binding maximum unit prices for items that are expected to be needed for Phases
2 and 3 (given in euros, excluding VAT but including any other taxes and duties)

A fixed total price for Phase 1 and an estimated maximum total price for Phases
2 and 3, broken down to show  maximum unit prices and the number of each unit
needed to carry out phase 1  (given in euros, excluding VAT but including any
other taxes and duties)

In addition, the financial section must include:
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A price breakdown that shows the price for R&D services a nd the price for
supplies of products (to demonstrate compliance with the definition of R&D in
pass/fail award criterion A)

A price breakdown  that shows the location or country in which the different
categories of activities are to be carried out (e.g. x hours of senior researchers in
country L at y euro/hour; a hours of junior developers in country M at b
euro/hour) (to demonstrate compliance with the requirement relating to place of
performance in pass/fail award criterion C) .

The financial compensation valuing the benefits and risks of the allocation of
ownership of the IPRs to the contractor (i.e. IPRs generated b y the contractor
during the PCP) , by giving an absolute value for the price reduction between the

price offered in the tender compared to the exclusive development price (i.e. the
price that would have been quoted were IPR ownership to be transferred to th e
procurers) . The financial compensation should be at least 10% of the total price
for the three phases. The  offer must indicate how this is translated into each of

the Phases (by showing two prices in the offer for each Phase ). InPhase 2 and 3
the % of the discount can be increased.

5 Attention:

1

=a =

= =4

The maximum unit prices quoted for each category of items (e.g. hourly rates for
junior and senior researchers, developers and testers) remain binding for all
phases (i.e. for the duration of the framework agreement)

The price paid to the  Contractor will cover all costs incurred by the contractor,
including but not e xclusively, software, facilities, integration costs, and so on.
The Lead Procurer is not going to pay any additional costs.

The price that will be evaluated is the Actual Price offered :

The information provided in the financial section of the tender will be used to

evaluate the tenders on the basis of the price award criteria and the pass/fail
award criteria A and C.

The price for Phase 2 and 3 offers must be based on the maximum binding unit
pricesinthe Tender and the price conditions set out in the Framework Agreement
Where new units/unit prices  (e.g. for new tasks or equipment) are subsequently
added to the phase 2 or 3 offers, they will become maximum binding unit prices
for the rem aining phases .

Similar price breakdowns will be requested for the Call-Offs for Phases 2 and 3.

The Greek VAT regime will appl .
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SECTION 5: CONDITIONS OF THE CONTRACTS
5.1 Contract implementation

Successful Tenderers will be requested to sign both a Framework Agreement (TD11) and
Specific phases 1, 2 and 3 Contracts (TD12, TD15 and TD16 respectively).
Monitoring

During each Phase, contract implementation will be monitored periodically and reviewed
against the expected outcomes for the Phase. Each Contractor will be assigned a main
contact person (their supervisor) appointed by the Lead Procurer.

There will be regular monitorin g meetings between the Contractor and the TMC. The
intensity of monitoring and communication between the Buyers Group and the
Contractors will increase from Phase 1 to Phase 3. Monitoring meetings can be held
physically or online and will be subject to agr eement between the parties. The  Contractor
will be asked to discuss the results achieved in the preceding period and present an
updated work plan. The supervisor, or any party designated by it, is entitled to visit the
premises of the Contractor.

The TMC and/or supervisor will provide written feedback on paper or electronically to
Contractors after meetings or visits. Detailed information on the role of the supervisor
will be provided after the award of a Specific Phase Contract. The role is intended to
allow Contractors to improve the way in which their solutions address the problem set
out in the PCP challenge.

5.2 Payments based on Satisfactory Completion of Milestones and Deliverables of
the Phase

Payments corresponding to each PCP phase will be subject to the satisfactory completion
of the deliverables and milestones for that phase. Satisfactory completion will be
assessed by the TMC composed of members of the Buyers Group.

Satisfactory completion  will be assessed according to the following requirements:
1 If the work corresponding to that milestone/deliverable has been carried out.
If a reasonable minimum quality has been delivered.

1

9 If the reports have been submitted on time.

91 If the money has been allocated to the planned objectives.
1

If the money has been allocated and the work has been carried out according to the
on/off award criteria (place of performance, public funding and R&D definition
criteria) .

9 If the work has been carried out in complianc e with the provisions of the contract
(including in particular verification if the contractor has duly protected and managed
IPRs generated in the respective phase)

O0Reasonable mini mum qualityd of a report means
1 The report can be read by somebody wh o is familiar with the topic, but not an expert.
1

The report gives insight in the tasks performed in and the results.
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1 The report is made using the end of phase report form or o if applicable 9 the
milestone report form and the requirements of this form hav e been met.
O6Reasonabl e minimum qualityd of a demonstration (

1 The demonstration can be understood by somebody who is familiar with the topic,
but not an expert (for instance, somebody with operational but not technical
knowledge).

i The demonstration shows how the innovation works, how it can be used and o if
applicable o how it is operated and maintained.

1 The demonstration is accessible to parties appointed by the procurers, unless these
are direct competitors of the contractor.

Satisfactory completion in each of the phases does not mean successful completion.

Invoices must be submitted  to the Lead Procurer , once Contractors are notified for the
satisfactory completion . Contractors 8 i nvoi ces must provide:

91 A price breakdown showing the price for R&D services and the price for supplies of
products (in order to demonstrate compliance with the definition of R&D in pass/fail
award criterion A).

1 A price breakdown showing the location or country in which the different categories
of activities were performed (e.g. x hours of senior researchers in country L aty
euro/hour, a hours of junior developers in country M at b euro/hour) (in order to
demonstrate compliance with the requirement relat ing to the place of performance
in on/off award criterion C).

5.3 Payments Schedule

For the payments schedule described below the Contractor is requested to provide the
Contracting Authority along with the respective invoi ce, the following documentation
accompanied by their official translation in English:

9 Tax Clearance certificate (payment of tax evidence) or equivalent.

9 Social Security Contributions Payment Certificate or equivalent.

1 Criminal Record of the legal representative(s) or equ ivalent.

1 Company Legal Documents (i.e. statute/modifications/legal documents for the
Representation of the company, all approved and registered by the Competent
Authority, if applicable).

i Official Document with the bank account details.

Official document s must be issued within  thirty ( 30) working days prior to their
submission and be valid when submitted (if a validity period is indicated). If a document

has no expiration date, it must be issued within thirty ( 30) working days prior to their
submission an d be accompanied by a declaration certifying that the respective document

has no expiration date.

The Lead Procurer can only pay if all these above mentioned documents have been
attached to the invoice.

If applicable, o nce the deliverable has been evaluated as satisfactory, the Contractor will
be asked to submit an invoice. Once the invoice and the additional documents have been
accepted, the payment is due within thirty (30) days.

86



ooe & preventpcp

Payments f or t heserviCes rfar eaehcphaser willsboe made  according to the
following provisions:

PHASE I: The Contractor may request a payment of 30% in Month 2 of PCP Phase 1. The
remaining 70% will be invoiced following the communication of the PEC decision
confirming that the Contractor has completed Phase 1 satisfactorily. In case of non -
satisfactory completion of Phase 1, any payment already made may be reclaimed,
including the case in which the PEC concludes that Phase | was not even satisfactor ily
completed.

PHASE II: The Contractor may issue an invoice for the payment of an interim -payment
equal to 50 % of the Price for Phase 2 following the communication of the PECthat the
Contractor has satisfactorily completed D2.2 Intermediate progress rep ort.

The Contractor may issue an invoice for the remaining payment of 50 % following the
communication of the PEC confirming that the Contractor has completed Phase 2
satisfactorily.

PHASE l1lI: The Contractor may issue an invoice for the pre -payment equal to 50 % of the
Price for Phase 3 after signing the Phase 3 Contract (TD16). The Contractor may issue

an invoice for the payment of the final payment of 50 % following the communication of

the PECconfirming that the Contractor has complied with the Perfor mance Conditions
and the Functional Specifications applicable to Phase 3 and has completed it
satisfactorily.

5.4 Eligibility for the next Phase based on Successful Completion of the Phase
Eligibility for participation in the next phase (Phase 2 and 3) will be subjectto successful
completion of the current phase.

Successful completion of a phase will be assessed by the TMC . The TMC will then su  bmit
its opinion to the  PECfor final decision against the following requirements:

9 If all milestones have been successfully completed.

1 If the R&D results meet the minimum functionality/performance requirements of the
challenge description  (i.e. the minimum quality/efficiency improvements which the
procurers set forward for the innovative solutions to achieve).

9 If the results of the R&D a re considered to be promising.
OPromi singd means:
1 For phase 1, that the feasibility is convincing.

1 For phase 2, that the feasibility, the application in an operational setting and the
potential impact of the product are convincing.

Only contractors class i fi ed as oOsatisfactoryo are eligible
certain phase evaluated as Osuccessful 6.
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5.5 Finalisation of phase 3: Possible follow -up PPI

Follow -up PPI for a limited set of prototypes and/or test products developed during this
PCP procurement ( 61 i mi t eudp fPoRhdwb@&spwarded.

Follow -up PPI for a commercial volume of the innovative solutions developed in this PCP
procurement will be subject to a new Call for T enders.
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SECTION 6 : MISCELLANEOUS

6.1 Language
All communication s (relating to either the tender procedure or the implementation of
the contract) must be carried out in English.

Tenders as well as offers for Phase 2 and 3 Call-Offs (and all related necessary
documents) must be submitted in English. Deliverables must also be submitted in
English.

6.2 Tender constitutes binding offer

A signed Tender will be considered to constitute a firm, irrevocable, unchangeable and
binding offer fromthe = Tenderer. The Tenderer & signatory must have the proven power
and capacity to bind the Tenderer/Contractor

The signature of an authorised representative will be considered as the signature of the
Tender (and will be binding for the tenderer or, for joint Tenders, the group of
Tenderers).

6.3 Communication s

All questions or requests for clarification must be received by the Lead Procurer in
English. Any questions received after the deadline s indicated in section 2.6  will not be
answered. The questions or requests for clarification must be addressed to: preventpcp -

procurement@kemea -research.gr

Please mention the PREVENT PCHProcurement in the subject line of your emails. With
each question the correct document reference and page number should be clearly stated.

The summary of all questions  and answers will be presented in an anonymized Q&A
document that will be published on the project Guaw.preeehtspcr.ce ) i
English. For Phases 2 and 3, the Q&A will not be published, but distributed to all
Contractors that successfully completed the previous Phase. Unless otherwise
instructed, please do not use any other contact addresses or means or contact any other
persons in conn ection with this procurement.

6.4 Confidentiality

Tenderers must keep confidential any information obtained in the context of the tender
procedure (including EU -classified information *°). All documentation, data, statistics,
drawings, information, samples or material disclosed or furnished by the Lead Procurer
to Tenderers during the course of this Competition:

1. Are furnished for the sole purpose of replying to this PCP only.
2. May not be use d, communicated, reproduced or published for any other purpose
without the prior written permission of the Lead Procurer.

8 Commission Decision 2015/444/EC, Euratom  of 13 March 2015 on the security rules for protecting
EU-classified information.
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3. Shall be treated as confidential by the Tenderer, members of a Consortium (if
applicable), subcontractors (if applicable) and Third Pa rties (if applicable) engaged or
consulted by the Tenderer.

4. Must be destroyed immediately if the Tenderer decides not to submit a Tender, if the
Prevent PCP is cancelled or completed, or if the Tenderer is not awarded a Framework
Agreement and related Phase Contracts.

In respect of any Trade Secrets such as business plans, R&D maps or trajectories,
customer lists , etc. that it may receive from the Tenderer /Contractor , the Lead Procurer
undertakes to keep secret and strictly confidential and to e nsure that all members of the
Buyers Group will be bound by the same confidentiality obligations towards the
Tenderer/ Contractor.

6.5. Freedom of Information

The principle of public access to official documents means that public documents and
records (with a few exceptions) should be made available to whoever asks for them. The
principle is balanced by the obligation of professional secrecy, that stipulates tha t public
authorities are obliged to protect business secrets of others, if disclosure may seriously

harm their interests.

Without prejudice to the confidentiality provisions included in the Framework Agreement
(TD11), Tenderers are asked to consider if any of the information supplied by them in
their Tender should not be disclosed because of its confidentiality or commercial
sensitivity. If Tenderers consider that certain information is not to be disclosed because

of its confidentiality or commercial sensit ivity, Tenderers must, when providing such
information, clearly identify the specific sections of their Tender containing such
information and specify the reasons for its confidentiality or commercial sensitivity.

Tenderers should , however , be aware thatthe Lead Procurer reserves the right to publish
public summaries of the results of the PREVENTPCP Project (Phase 1, 2 and 3), including
information of the key R&D results attai ned and lessons learned by the  PREVENTPCP
Consortium. Details t hat will harm the legitimate business interest of the Contractors
involved in the PREVENTPCP or that would distort fair competition on the market will
not be disclosed . The Lead Procurer will also distribute and publish the following
information about the  Contractors that are awarded with contracts:

1 The name of the organisation

9 Their location

1 The title of the Project

9 A short summary of the Project

1 Contract value 8 as an exception to the confidentiality obligation of the NDA

This is in line with the  provision s of the NDA ( TD2).

6.6 Data processing in EU / EEA

The processing of data by the contractor shall meet the requirements of Regulation (EU)
2018/1725 and be processed solely for the purposes set out by the controller.

In case the contractor has to process personal data, the localisation of and access to the
personal data processed by the contractor shall comply with the following:
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The personal data shall only be processed within the territory of the
European Union and will not leave that territory.

The data shall only be held in data centres located with the territory of the

European Union.

No access shall be given to such data outside of the European Union.

The contractor may not change the location of data process ing without the prior
written authorisation of the contracting authority.

1 Any transfer of personal data under the PCP to third countries or international
organisations shall fully comply with the requirements laid down in Chapter V of
Regulation (EU)2018/1 7252.

= =

=a =

6.7 EU restricted information

The different scenarios and challenges prepared during PREVENT PCP contain EU -
restricted information. The reason for qualifying the scenarios as EU -restricted
information is related to the sensitive nature of the reve aled organisational
vulnerabilities and threats. This means that the applicable legal procurement framework

needs to offer the flexibility to restrict access to the full information on the PCP challenge

to selected candidates based on security clearances. 1

6.8. Data Protection

To ensure compliance with contemporary data protection legislation within the PREVENT
PCP Project, the general principles relating to processing of personal data must be
observed:

lawfulness, fairness and transparency;
purpose li mitation;

data minimisation;

accuracy;

storage limitations;

integrity and confidentiality;
accountability.

E R e I

The Tenderer is expected to understand all the GDPR aspects that the solution will have
to comply with once deployed. Having said that, the Tenderer is not expected to act as

a (data) controller or processor, but solely as a technology vendor. Moreover, the
Tenderer should develop a solution that allows the Public Buyers and the PTOsto  be fully
compliant with the GDPR and data protection law, specifically, the points listed in the

table below. The highlighted elements d points 7, 10 and 11 8 should be explicitly
addressed in the solu  tion design resulting of Phase 1, and will be evaluated during
the tests in Phase 2 and 3.

LEGAL

REQUIREMENT CRITERIA GUIDANCE

A ground for the applicability of Directive 2009/81 is the existence of classified information which the
laws, regulations or administrative provisions in force in the Member State concerned require, for security
reasons, to be prot ected from unauthorized access.
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1. Lawfulness of
the processing

1.1.

The processing activities
shall be evaluated as lawful
(with written documentation),
according to the opinion of
the Applicantds
advisor.

1.1.1. Is it possible to achieve the
objects of the activities without
using biometric data (e.g., only
video footage)?

1.1.2. If biometric data are used by
the  solution, for  which
steps/objects are they
necessary?

1.1.3. In the choice of the type of
data to be processed, and in
general all the processing
performed by the solution, the
principle of proportionality has
been considered?

2. Legal basis for
the processing

2.1

The Applicant shall
demonstrate that the data
processing is compliant with
one of the GDPR basis for
lawfulness ( ex artt. 6 and 9 of
the GDPR).

211, | f only ©&commo
processed (e.g., video footage)
by the solution, is it possible to
rely on a legal obligation for the
data processing (under Article
6.1.c of the GDPR)?

2.1.2. If the
applies, is the processing
proportionate to the legal
obligation (meaning that only
personal data which are
adequate and relevant for the
purposes are collected and
processed)?

legal obligation

213. | f onl vy 6 commo
processed (e.g., video footage),
is it possible to base the
processing of the solution on
the legitimate interest of the
PTO or the LEA?

interest
legitimate
interest assessment been
conducted, describing the
claimed legitimate interest, the
impact of the data processing
on the rights and freedoms of
the data subjects checking that
the legitimate interest is not
overridden by the rights a nd
freedoms of the data subjects?

2.1.4. If the
applies,

legitimate
has a
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2.1.5. Has been assessed the
compliance of data processing
with the complementary
national obligations (e.g., the
data processing should be
subject to authorization by
national authorities)?

2.1.6. If biometric data are
processed, is it possible to rely
on one of the lawful grounds
according to Article 9 of the
GDPR (e.g. the processing is
necessary for reasons of public
interest based on Union or
Member State law)?

2.1.7. If Dbiometric data are
processed, is it possible to rely
on Article 10 of the Directive EU
2016/6807

2.1.8. Data processing involving
biometric data is subject to
specific national obligations
and potential authorizations
that must be checked?

Duty to inform 3.1. The Applicant shall 3.1.1. Are data subjects informed

data  subiects provide information on the in concise, transparent,
clearl ) processing of personal data in intelligible, clear and plain
y an intelligible, clear and plain language using layered privacy
language tot he data subjects . policies?
Dut - 4.1. The Applicant shall inform 4.1.1. Is in place a procedure to
facil}i/tate to data subjects on how they can allow data subjects the exercise
data  subjects exercise their right and shall of their rights?

put in place procedures and
mechanism to receive and
manage dat a 4.1.2. Has a technological solution
requests. to record and process the
requests without undue delay
and able to distinguish fake
requests been selected ?

the exercise of
their rights.

4.1.3. Is a record to register and
follow -u p t he dat a
requests ontime - as prescribed
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by Article 12.3 of the GDPR -
and to track the different
versions of the privacy policies
expected ?

4.1.4. If icons to inform data
subjects are going to be used
are they machine readable to
also inform data subjects with

disabilities (e.g., blind people
can have access to the
information  contained in the

privacy policy through text -to-

voice applications)?

5. Duty to inform
data subjects

5.1.

The Applicant shall inform
the data subjects by providing
all the information prescribed
by Articles 13 and 14 of the
GDPR.

5.1.1. Are there privacy policies
containing all the requirements
according to Articles 13 and 14
of the GDPR in place ?

5.1.2. Is there a procedure or
mechanism to inform data
subjects of further processing
in place ?

5.1.3. If the information is not
collected directly from the data
subjects, is there aprocedure to
inform the data subjects about
the indirect collection of their
data in place ?

5.1.4. Is there a record to track
that information  was provided
to data subjects on time in
place ?

6. Duty to allow
the data
subjects  the
exercise of

their rights (as
prescribed by
Articles 15 -22
of the GDPR).

6.1.

The Applicant shall have in
place mechanisms and
procedures to manage data
subjectsd reque
the exercise of their rights
according to Articles 15  -22 of
the GPR.

6.1.1. Is there a procedure
enablin g the data subjects to
request and access information
on the processing of their
personal data in place ?

6.1.2. Is there a procedure to
comply with the right of a data
subject to rectify or complete
his/her personal data and to be
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able to effectively implement
the request in place ?

6.1.3. Is there a procedure to
effectively erase the personal
data collected by the solution
that are no longer necessary in
relation with the purpose for
which they were processed in
place? (Please note that
tolerated exemptions ar e for
example legal obligations,
public interest, archiving,
research or statistics or legal
procedure)

6.1.4. Is there a procedure to
comply with the request of the
data subjects to restrict the
processing of their personal
data and informing them before
lifting the res triction on the
processing of their personal
data in place ?

6.1.5. Are the personal data
processed in the ToE (Target of
Evaluation) ® extractable and
transferable to the data
subjects which have made the
request of portability in a
commonly  used electronic
format?

6.1.6. Is there a procedure to
comply with the requests of the
data subjects to object to the
processing of their personal
data in place ?

6.1.7. Is the processing of the ToE
exempt ed of any decision based

? In the case pf PREVENT PCP, the Targets of Evaluation (TOE) are the detection of unattended items; the
association between items (luggage, bags or others) and an owner; and the tracking of the owner once the
itemis left unattended. In a certification mechanism, these are the objects of certification that fall within its
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solely on automated decisions

that may have an impact (except

if the automated processing is

authorised by Union or Member

States law to which data
controller is subject)?

6.1.8. If the processing of personal
data is based on automated
decisions, is there a mechanism
in place enabling data subjects
to ask for human intervention
by the controller (e.g., PTO or
LAEs) and to allow them to
express their points of view and
to contest the decision?

Duty to
document the
technical and
organization al
measures in
place .

7.1.

The Applicant shall
implement  technical and
organisational measures to

protect the processed data.

7.1.1. Are there technical and
organisational measures to
protect the personal data

processed in place ?

7.1.2. Is there a procedure to
review on regular basis the
adequacy of the technical and

organizational measures in
place ?
7.1.3. Are there written data

protection rules and/or pol icies
to manage the technical and
organisational measures in
place?

7.1.4. Is the purpose of an image
captured by the system to
generate aformat to be used by
the rest of the system?

7.1.5. Do interconnections
describe all transmission of
data within the video

environment, i.e. connections
and communications (examples
of connections are cables,
digital networks, and wireless
transmissions.

Communications describe all
video and control data si gnals,
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which could be digital or
analogue)?
7.1.6. Does image handling

include analysis, storage and
presentation of an image or a
sequence of images?

7.1.7. Does data management and
activity management include
handling operator commands
and system generated activitie s
(e.g. alarm procedures, alerting
operators)?

7.1.8. Do interfaces to other
systems include connection to
other security (e.g. access
control, fire alarm) and non -
security systems (e.g. building
management systems)?

7.1.9. Does system security
include physical security of all
system components and control
of access to the VSS?

7.1.10. Does data security
include prevention of loss or
manipulat ion of data?

7.1.11. Have the algorithms
been described in a transparent
way to understand if it affects

the processing of personal

data?
Involvement of 8.1. .T_he Applicant shall have 8.1.1. Are there procedures to
policies, procedures and assess and document the

processors or
sub -processors
in the data
processing of
the ToE.

contracts to select and
appoint processors in the
processing activities.

compliance of the processors
with the data protection
requirements in place ?

8.1.2. Have been the processors
with  a data  processing
agreement, pursuant to Article
28 of the GDPR , appointed ?

8.1.3. Is there a record to collect
information on each data
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processor involved in the ToE
processing activities
(containing
certification, approved ¢ ode of
conduct and public binding
commitments to respect the
GDPR)in place ?

8.1.4. Do the processors process
the personal data only under
and in conformity with the
instructions received from the
Controller?

9. Duty to create
and maintain a
record of
processing
activities.

9.1. The Applicant shall create
and maintain a record of the
processing activities carried
out both as controller and as
processor (pursuant to Article
30 of the GDPR).

9.1.1. Has a record of processing
activities  carried out as
controller been created and
maintained ?

9.1.2. Has a record of processing
activites  carried out as
processor been created and
maintained ?

10. Principles  of
data
protection by
design and by
default.

10.1. The Applicant shall have in
place policies and procedures
establishing that the
processing of personal data
should be performed in
consideration of the
protection of those data,
through each stage of their
life cycle ( privacy by design
principle ).

10.2. The Applicant shall
implement appropriate
technical and organisational
security measures to ensure
that only personal data that
are necessary for each
specific purpose are
processed through their life
cycle (privacy by default
principle ).

10.1.1. Have policies procedures
for the collection, storage,
access and retention of the
process ed personal data been
created ?

10.1.2. Has a risk analysis for the
rights and freedoms of data
subjects in terms of likelihood
and severity  about  the
processing activities concerning
the ToE been conducted

10.2.1. Has it been assessed
if the collection, stora ge, access
and retention of personal data
are limited to the purposes of
the ToE and have lawfulness
bases?

? In the case pf PREVENT PCP, the Targets of Evaluation (TOE) are the detection of unattended items; the

association between items (luggage, bags

or others) and an owner; and the tracking of the owner once the

item is left unattended. In a certification mechanism, these are the objects of certification that fall within its

scope.
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10.2.2. Is the

10.2.3.

10.2.4. Is the

access to
personal data restricted to
authorised persons only (e.g.,
PTO video operators and LAEs
operators) based on a registry
of authoriz ations?

Are the personal data
processed in the type (i.e., only
6common dat ad: \
and not biometric data) and
quantity necessary to achieve
the purposes of the ToE
(according to the minimization

principles)?

software
developed in such a way that
the processing of biometric
data and of non -biometric data
are fully separated?

11. Security of the
processing.

11.1. The Applicant shall put in
place written policies and
procedures to protect and
secure the processing of
personal data.

11.1.1. Are there

11.1.2. Are there

11.1.3. Are

rules,
policies, contractual clauses, or
mechanism in place to ensure
that any natural person acts
under the authority and does
not process personal data
except if instructed by the
controller?

policies,
rules, or pr ocedures in place to
ensure that all natural persons
who come into contact with
personal data shall be bound by
confidentiality obligations also
beyond the end of their
activities?

personal data
deleted or anonymized at the
end of the retention period?

11.1.4. Is there a data

retention policy to regulate the
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storage of personal data
processed in place ?
11.1.5. Is there a

methodology in place to record
and keep logs of access to
personal data by employees and
agents and to check transfers of
personal data to third parties?

11.1.6. Are there policies and
procedures in place to ensure
the confidentiality of the
processing and associated
services in case of physical and
technical incidents?

11.1.7. If personal data are
processed across public
networks, are they encrypted?

11.1.8. Does the softw are provide
for back up of personal data?

11.1.9. Is the solution certified
under ISO/IEC 27001/2013?

12. Data breaches
management.

12.1. The Applicant shall have in
place policies and procedures
to manage and record data
breaches.

12.1.1. Is there a record to
track the data breaches inplace,
containing a description of the
facts relating to the breaches,
the effect of the breaches and
the remedial actions taken?

12.1.2. Are there policies and
procedures in place to assess if
the data breach result s ina risk
for the rights and freedoms of
natural persons, to take
appropriate actions to minimize
the risks, to inform the
supervisory authority and the
data subjects if the risk is likely
to result in a risk for the rights
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and freedoms of natural

persons?

12.1.3. Are there policies and
rules in place to ensure that
processors address and
communicate any data breach
to the related data controller
without undue delay?

12.1.4. Has a template of the
model for the notification of the
breach to the supervisory
authority containin g the
information  prescribed by
Article 33 of the GDPR been
created ?

12.1.5. Has a procedure for
the natification of the breach to
the data subjects containing the
information  prescribed by
Article 34 of the GDPR been
created ?

13. Duty
perform
DPIA.

to
a

13.1. The Applicant shall
perform a DPIA since the
processing operations of the
ToE involve CCTV.

13.1.1. Has a DPIA in
compliance with the provisions
of Article 35 of the GDPR and
WP29 guidelines 248 rev. 1
been performed ?

13.1.2. Has the DPIA been
performed prior the processing
activities have take n place?

13.1.3. Has the Supervisory
Authority  been consulted if
unmitigated high risks remain?

13.1.4. If so, has the opinion
of the Supervisory Authority
been received ?

13.1.5. Have the
recommended actions indicated
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13.1.6.

by the Supervisory Authority in
its opinion been implemented ?

Are policies and
procedures in place to review
the DPIA whenever the scope or
the purposes of the data

processing of the ToE is
modified or exposed to new

risks?

14. Designation of

the Data
Protection
Of ficer

14.1. The Applicant shall
designate a DPO since the
processing operations of the
ToE involve a processing on
large scale of personal data
(individuals that have access
t o PTOGs
involve the processing of
special categories of personal
data (i.e. biometr ic data).

area)

14.1.1.

14.1.2.

14.1.3.

14.1.4.

14.1.5.

Has a DPO been

appointed ?

Has the DPO
experience (e.g. education in
law or certification in data
protection) to demonstrate
his/her capacity in assessing
the compliance of the
processing activities with data
protection law?

the contact
details of the DPO been
published and are they available
to the data subjects (e.g.

indicated in the information

notice) and have they been
communicated to the
Supervisory Authority?

Have

Has a record of the

DPO activities been created to
demonstrate his/her

involvement in the data

protection issues?

Is the DPO completely
independent in the
performance of his/her tasks as
required by data protection law?

15. Duty to assess
the data
transfers

15.1. The Applicant shall have a
clear mapping of all cross
border data transfers, in
particular to third countries

15.1.1.

Are there policies and
procedures to assess and
validate the compliance of
personal data transfers to third
countries and international
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(outside the European organizations before
Economic Area). authorising such transfers in
place ?
15.1.2. Has a transfer impact

assessment been conducted in
compliance with the provisions

indicated by the EDPB in its
Recommendations 01/2020 #?

15.1.3. Has a transfer tool
among thos e provided by
Articles 45 and subsequent of
the GDPR (e.g., adequacy
decisions, Standard Contractual
Clauses, etc.) been established ?

15.1.4. Has the data exporter
assessed the adequacy and
effective safeguards in place in
the third countries before
transferring personal data?

15.1.5. Are Cross-border
transfers based on derogations
for specific situation (according
to Article 49 of the GDPR)
clearly do cumented?

15.1.6. Is the data importer
bound by contractual clauses to
apply appropriate safeguards in
the  processing  operations
carried out?

6.9 Venture Capital involvement

Tenderers are strongly encouraged to engage with VC organizations during the
execution of the PCP in order to increase the chances of commercialization of the
developed solutions. The following means of participation of VCs in the PCP are
envisaged:

*? E D P BlBexommendations 01/2020  on measures that supplement transfer tools to ensure compliance
with the EU | evel of protection of personal databo
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A As reviewers of the submitted solution;
A As coaches for the companiest hat finalize Phase 3; and
A As platform for investment calls.

During the preparatory stage of PREVENT PCP, t he Consortium implemented several
steps to awake the interest of this organizations and to ensure that VC involvement
would increase the chances of commercialization of the developed solutions and if so,

in which Phase of the PCP should the activities begin , in order to increase the effectivity

of VC involvement

On a first ste p, several interviews were conducted with Public Buyers to assess their
opinion towards a potential involvement of VC funds in the project . This was followed
by networking activities with members of the VC community and the relevant
organization of the European Commission and the European Investment Fund in order
to clarify the potential role of Venture Capital funds in PREVENT PCP. Thirdly , during the
OMC, interested economic operators were asked about the ir view on external  (financial
and non -financial) support in the project

A round table with the VC community (Venture Capital, Corporate Venturing, and
Business Angels) and supported by the European Commission (EISMEA and DG Connect)
ensued to further cla rify the potential role of  VC funds in PREVENT PCP. Participants were
asked to fill in a follow up questionnaire. According to the information gathered,
companies are mostly looking for additional funding, but would also benefit from other

types of resources (such as expertise) during the commercialization part.

As a result of these steps it is clear that direct involvement of VC institutions is likely to
happen after Phase 2. For this reason, the PREVENT PCP Consortium will encourage and
facilitate matchmaking activities from Phase 1 onwards

& Attention:

A The PREVENT PCP Consortium will play a facilitator role and not an integrator role.
A If Tenderers engage with VC organisations, the later will have to sign  an NDA
(TD2) and an EURI template (TD3).

6.10 Cancellation of the tender procedure

The Lead Procurer (on behalf of the Buyers Group) reserves the right to suspend or
terminate the procedure in whole or in part, to change the time schedule (with the
exception of shortening the legally established minimum) and to revoke and/or revise

the award decision stating the reasons without being obliged to pay any compe nsation
before signing the Framework Agreement.

The Lead Procurer (on behalf of the Buyer Group) reserves the right not to award any
Contracts at the end of the Tender procedure.

The members of the Buyer Group, the partners of the Prevent PCP Consortium a nd the
EU are not liable for any expense or loss the tenderers may have incurred in preparing
their offer.

Attention: The EU (and/or any of its services) is not participating as a Contracting
Authority in this procurement.
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Annex 1. Definitions

Definition Explication

Affiliate Any entity which is either (i) controlling a Party, (ii) being
controlled by a Party or (iii) being controlled (jointly or
exclusively) by any of the person(s) mentioned under (i)
through (ii) above. For the purpose of this definition,
"control" and, with correlative meaning, the term
ocontrolled byo6é shall mean th
percent (50%) of the voting share capital of such entity or
any other comparable equity or ownership interest or the
power to appoint and to dismiss a majority of the directors
or otherwise to direct the activities of such person or entity

Artificial Intelligence Theory and development of computer systems that can
perform tasks that normally require human intelligence. A
general -purpose technology that has the potential to
improve the welfare and well  -being of people, to contribute
to positive sustainable global ec  onomic activity, to increase
innovation and productivity, and to help respond to key
global challenges.

Background IPR Any data, know -how, information or technology 0 whatever
its form or nature (tangible or intangible), including any
attached rights suc h as Intellectual Property Rights and
Trade Secrets relating to such data, know  -how, information
or technology, that is owned, developed or controlled by
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Definition Explication

either of the Parties at the date of signing of the Framework
Agreement or that shall at any time duri ng the PCP become
so owned, developed or controlled otherwise than as a
result of the PCP or under this Agreement and that is
needed to implement the PCP or exploit the Results of the

PCP.
Call back provisions Incentives to pursue commercialization of the new
solutions developed during the PCP process. IPR call  -back

provision states that if an R&D provider that participated in

the PCP abuses the IPR that it generated in the PCP
(foreground IPR) against the publi ¢ interest or fails to
commercialize the R&D results that it generated in the PCP
within a certain time -frame defined in the PCP contract, the
ownership of foreground IPR shall revert to the public
procurer.

Call -off The procedure organised by the Prevent PCP Group to select
d amongst the initially selected Tenderers who were
awarded a Framework Agreement and a Phase 1 Contract o)
the successful Contractor for the subsequent phases of the
PCP.

Completion Date The date for the completion of an individual Phase or for
the Project as whole.

Compliance Law: the fact of obeying a particular law or rule, or of acting
according to an agreement .

Cybersecurity: It means creating a program that establishes
risk -based controls to protect the integrity, confidentiality,
and accessibility of information stored, processed, or

transferred.
Confidential Any and all information (including, without limitation,
Information documents, presentations, evaluations, drafts, outlines,

notes, methodologies of technical, financial or other
business nature) transmitted in whatever form or mode of
communication, which is disclosed by one party to the
other party in connect ion with the Project during and/or for

the purpose of its implementation, and which has been
explicitly mar ked as o0conf i
considered as confidential in the normal course of business

at the time of disclosure (regardless of the way in which it
is conveyed or on whatever media it is stored).

Confidential Information does not include information
which:

T was lawfully in the Receivin
disclosure under this Agreement (as can be
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Definition Explication

Conflict of Interest

Cybersecurity

Day(s)

Data

Data -driven insights

Disclosing Party

End -of -Phase Report

demonstrated by t he wRtencrecordsi
or other reasonable evidence) free of any restriction as
to its use or disclosure;

is or becomes known or available to the public, other
than through acts or omissions of the Receiving Party in
violation of this Agreement;

becomes known t o the Receiving Party from sources
unrelated to the Disclosing Party and are not known by
the Receiving Party to have obligations of confidentiality

to the Disclosing Party with respect to such information;

or

is independently developed by the Receiving Pa  rty, as
evidenced by written records, without access to or
receipt of Confidential Information disclosed hereunder.

The concept of conflicts of interest shall at least cover any
situation where staff members of the contracting authori ty
or of a procurement service provider acting on behalf of the
contracting authority who are involved in the conduct of the
procurement procedure or may influence the outcome of

that procedure have, directly or indirectly, a financial,
economic or other p ersonal interest which might be
perceived to compromise their impartiality and
independence in the context of the procurement procedure.
(Definition from Article 24 of Directive 2014/24/EU)

Activities undertaken to protect IT and data against
unauthorized access and other cyber threats, to maintain
awareness of cyber threats, to detect anomalies and
incidents that adversely affect IT and data, and to the
impact of reducing, responding to and repairing incidents.

Calendar Days sa ve where the context otherwise requires.

Any documents, reports, databases, and other information
resulting from, collected  or developed in the performance
of the Project, and/or used for the purposes of the Project,
which can be processed manually, electronically or by other
means.

Insights generated by drawing conclusions from processed,
analysed data.

The Party that discloses Confidential Information to the
other Party under this Agreement

A report that is submitted by the Contractor at the end of
each PCP Phase, which will be reviewed by the Technical
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Definition Explication

Management Committee and evaluated by the Procurement
Evaluation Committee in order to determine whether the
Contractor has satisfactorily/su  ccessfully executed the
Phase Contract.

Fair, reasonable and Appropriate conditions, including possible financial terms

non -discriminatory or royalty -free conditions, taking into account the specific

(FRAND) conditions circumstances of the request for ac  cess, including in
particular the actual or potential value of the Results or
Background IPR, to which access is requested and/or the
scope, duration or other characteristics of the exploitation

envisaged.
Framework The contract between the Pre vent PCP Group and the
Agreement Contractor, governing the delivery of the R&D Services

under this PCP, throughout the 3 PCP Phases.

Foreground Any tangible or intangible output, such as data, knowledge

Intellectual Property or information, that is generated in the PCP, whatever its
form or nature, whether or not it can be protected, as well
as any rights attached to it, including intellectual property

rights (6attached | PRsd or o611
Functional The specifications set out in this Call for Tenders document
Specifications defining the required characteristics and set of functions

and performance levels of the outcome of the Project.

Internal use Usage of data, software or other products
produced/dev eloped during the Project for evaluation and
research purposes.

Intellectual Property Any and all patent rights (including but not limited to parts,
Rights (IPR) extensions, improvement  patents, supplementary
protection certificate), inventions (whether or not

patentable or capable of registration), trademarks,
copyrights (including moral rights), topography rights,
design rights, rights in and to software and databases
(including the rights to prevent the extraction or
reutilization of informati  on from a database), Trade Secrets
and rights of confidence, know -how, trade or business -
names, domain names, whether or not any of them are
registered or registrable and including applications for
registration, renewal or extension of any of them, and any
other rights or forms of protection of a similar nature which
have an equivalent or similar effect to any of them which
may now or in the future exist anywhere in the world, and
licenses or contractual rights on any of the aforementioned
rights.
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Definition Explication

Lead Pro curer The Lead Procurer, namely KEMEA, is the public buyer
appointed to coordinate and lead the joint PCP, and to sign
and award The Framework Agreement and the Specific
Contracts for all the Phases of the PCP, in its name and on
behalf of the other procu rers in the Public Buyers Group.

License A right given by an IPR owner to another person to use such
rights (Licensee) in exchange for an agreed payment (fee or
royalty). Licenses can be exclusive or non  -exclusive.

An Exclusive License means that no person or company
other than the named Licensee can exploit the relevant
intellectual property rights. A Non -Exclusive License grants
to the Licensee the right to use the intellectual property but
means that the licensor remains free to expl oit the same
intellectual property and to allow any number of other
Licensees to also exploit the same intellectual property.

Parties The Lead Procurer, the members of the Public Buyers Group
and the Contractor referred together.

PCP Pre-Commercial Proc urement (PCP) is a specific approach to
procure R&D services that involves competitive
development in phases, risk -benefit sharing under market
conditions, and where there is a clear separation between
the PCP and the deployment of commercial volumes of en d-
products (potential follow -up PPI).?

Phase An individual and separate part of the Project, where Phase
1 is Solution design, Phase 2 is prototype development,
and Phase 3 is the operational validation.

Phase Contract The specific contract for each Phase of the PCP under the
Framework Agreement, to be concluded between the
Prevent PCP Group and the Contractor.

Pre-existing Rights Any data, know -how or information fi whatever its form or
nature (tangible or intangible), including any attached
rights such as intellectual

| P RA @hat is held prior to the signing of the Fr amework
Agreement, and identified by the parties involved in the PCP

as background and is needed to implement the PCP or
exploit the results of the PCP.  Also known as background

IPR.
Preferred Partner Entities that are neither Lead Procurer, nor members of the
Public Buyers Group, nor third parties providing in -kind

23 See EAFIP Toolkit, at www.eafip.eu
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Definition Explication

contributions to the PCP, but that have a special interest in
closely following the Prevent PCP.

Prevent Buyers  The group of procurers that contribute to the procurement

Group budget. KEMEA is acting a Lead Procurer acting in the name
and on behalf of the other procurers in the Prevent PCP
Group.

Prevent PCP Group The Prevent PCP Group consists of 13 Public Buyers from

France, Greece, Italy, Netherlands, Portugal and Spain:
1. Kentro Meleton Asfaleias (KEMEA), as lead procurer
2. Societe Nationale SNCF (SNCF)

3. Regie Autonome des Transports Parisiens (RATP)

4. Ayuntamiento d e Sevilla (SCC)

5. Transportes Urbanos de Sevilla SAM (TUSSAM)

6. Ferrocarrils de la Generalitat De Catalunya (FGC)

7. Metropolitano de Lisboa EP (ML)

8. Ferrocarril Metropolita de Barcelona SA (TMB)

9. Ferrovienord Spa (FN)

10. Azienda Mobilita e Trasporti Spa (AMT)

11. Prorail BV (PRORAIL)

12. Conseil Regional Provence Alpes Cote D'Azur (REGSUD)

13. Yperastiko Ktel Nomou loanninon Anonymi Metaforiki,
Touristiki Kai Emporiki Etaireia Dytikhs Elladas (KTEL)

Price The total Price (excluding VAT) agreed between the Parties
for each Phase of the Project, to be paid by the Lead
Procurer to the Tenderer for each Phase, subject to the
terms and conditions of this Framework Agreement and
Specific Phase Contract.

Privacy  Enhancing Technologies like anonymisation and encr  yption
Technologies techniques, protocols for anonymous communications, at -
tribute based credentials and private search of databases.

Privacy -by -design Means oOdata protection throug
is, privacy should be taken into account throughout the
entire engineering process from the earliest design stages
to the operation of the productive system. This holistic
privacy -by-design approach e ntails that data protection
safeguards should be built into products and services from
the earliest stage of development (see the General Data
Protection Regulation, Article 25).
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Definition Explication

The OBaseline Security Recomr
Thingsinthecontext of critical i nfor ma
of ENISA include to:

1 Make privacy an integral part of the system.

1 Perform privacy impact assessments before any new
applications are launched.

Data protection through technology design. Behind this is
the thought t hat data protection in data processing
procedures is best adhered to when it is already integrated
in the technology when created. (EDPS Opinion 05/2018)

Privacy -by -default The oOprivacy by designdé princi
default into any system or business d so that personal data
is automatically protected without any action from the data
subject. (EDPS Opinion 05/2018)

Procurement The PEC analyses, makes proposals and sets guidelines for

Evaluation the whole PCP tendering process. It monitors the

Committee (PEC) elaboration and approves the tender specifications, the
evaluation criteria and award criteria prepared by the
Technical Evaluation Committee along with all tender

documentation and the IPR management.

The PEC will be evaluating the tenders received and
guaranteeing that the evaluation runs according to the
scope of the project.

The PEC decides on possible submitted complaints during
the tendering process on the opinion of the TMC.

The PEC will be maki ng proposals for the Contract drafting
and approving the contracts that will be concluded with the
selected companies in all PCP Phases.

On the basis of the evaluation of the TMC, the PEC, makes
the formal acceptance of the milestones, will be giving the
authorization for the possible associated payment and
continuation to the next phase to the Lead Procurer.

The PEC consists of one representative of the Buyers Group,
chaired by the Lead Procurer representative assisted when
needed by legal advisors.

Project Intellectual New Intellectual Property Rights arising from the Services
Property Rights and/or the Re sults and excluding Background IPR.

R&D Services R&D activities as described in this  Call for Tender s.
Receiving Party The Party that receives Confidential Information from the

other Party under this Agreement.
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Representatives The directors, employees, consultants and advisors of the
Receiving Party or its Affiliates.

Results (i.e., Any tangible or intangible output, such as data, knowledge
foreground) or information, that is generated in the PCP, whatever its
form or nature, whether or not it can be protected, as well
as any rights attached to it, including intellectual property
rights (6attached | PRsd or o1/

Royalties Regular payments to the licensor, which reflect the use of
the technology by the Licensee.

Security Security of critical infrastructure, including penetration
tests, security by design and dealing with and responding
to incidents.

Security -by -design The oBaseline Security Recomr
Things in the context of criti

of ENISA include to:

91 Consider the security of the whole 10T system from
a consistent and holistic approach during its whole
lifecycle across all levels of device/application
design and development, integrating security
throughout the development, manufacture, and
deployment.

1 Ensure the ability to integrate different security
policies and techniques.

1 Security must cons ider the risk posed to human
safety.

1 Designing for power conservation should not
compromise security.

1 Design architecture by compartments to encapsulate
elements in case of attacks.

1 For IoT hardware manufacturers and loT software
developersitis necessary to implement test plans to
verify whether the product performs as it is
expected. Penetration tests help to identify

1 malformed input handling, authentication bypass
attempts and overall security posture.

1 For loT software developers it is important to
cond uct code review during implementation as it
helps to reduce bugs in a final version of a product.
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Services The Services being provided by the Tenderer in fulfilment
of this Framework Agreement and any work order issued
through it.

Sideground Any data, know -how or information i whatever its form or

Intellectual Property nature (tangible or intangible), including any attached
rights such as intellectual

| PR & &hat is generated during the timespan of the PCP
but no t in the PCP and is needed to implement the PCP or
to exploit the Results of the PCP.

Specific Phase  The specific contract for each Phase of the R&D Services

Contract under the Framework Agreement, to be concluded between
the Lead Procurer and the Contrac tor in addition to the
Framework Agreement.

Standstill period Period of 5 calendar days post -award of the Framework
Agreement and Phase Contract and post assessment of
satisfactorily and succesfull completion of each Phase.

Technical The Technical Management Committee (TMC) has the
Management assignment of ensuring the timely progress of the project
Committee (TMC) and the high quality of the results.

The TMC reports to the PMC. It will meet (either face to face

or by teleconference) every two months and once a tthe end
of the project to review the success of the project. It will
permanently stay in contact, mainly using e -mail and
regular teleconferences.

The TMC assists in their activities the PEC based on the
tender specifications, the evaluation and award c riteria.
Additionally, the Committee evaluates the complaints
submitted by the economic operators during the tendering
process and submits its opinion to the PEC for final
decision.

The TMC reviews the documentation submitted by the
contractors within all PCP phases, verifies the compliance
of the products with the technical requirements, expresses
comments and, taking into account the remarks of the
industry, proposes to the PEC the acceptance or the
rejection of the deliverables submitted by the industry

The TMC consists of one representative of the Buyers
Group, chaired by SNCF representative assisted when
needed by technical advisors. Moreover, excluded from the
TMC are: (i) those who have had self -employment or
employee relationships with the contract ors in the previous
three vyears, (i) those who have performed control,
planning, approval, authorization, supervisory or
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Definition Explication

management activities in relation to the supplies or services
subject to evaluation, (iii) those who are part of the
organizational st ructures of the contractors or joints

its bodies with supervisory or control functions.

Tender The formal and commercial bid/offer submitted by the
Tenderer, as well as any documents and/or information
submitted by the Tenderer on the basis of the Tender
Documents. When used to indicate a bid for PCP -phase 1, 2
and 3, it shall have the same meaning as Tender.

Tenderer An economic operator that has submitted a Tender.

Third Party Entities that are neither the Lead Procurer nor members of
the Public Buyers Group, nor preferred partners but that
participate in the EU grant as Third Parties giving in -kind

contributions to the PCP.

Trade Secrets Information which:

a) is secretinthe se nse that it is not, as a whole or in the
precise configuration and assembly of its components,
known among or readily accessible to persons within
the circles;

b) has commercial value because it is secret; and

c) has been subject to reasonable steps under the
circumstances, by the person lawfully in control of the
information, to keep it secret.

Trade Secrets do not cover information whose acquisition,
use or disclosure is deemed lawful in accordance with
article 3 of Directive (EU) 2016/943 of 8 June 2016.

Transparency of Algorithmic transparency is the principle that the factors
algorithms that influence the decisions made by algorithms should be
visible, or transparent, to the people who use, regulate, and
are affected by systems that employ those algorithms.

Particularly in case of using personal data:
- Technical operation of the algorithm (i.e. code used).

- Purpose of the algorithm and how it arrives at its
outcome (e.g. description of the choices and
assumptions made, type of data used and how bias
is counteracted)

- Explainability of the algorithm's decision -making at
individual level (in case it affects individuals, in order
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to give citizens the opportunity to lodge an objection
against a decision or outcome

Value Engineering Value Engineering (VE) means an analysis of the functions
of a program, project, system, product, item of equipment,
building, facility, service, or supply, directed at improving
performance, reliability, quality, safety, and life cycle costs.
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Annex 2 Checklist of documents and actions
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See below a checklist of the documents and actions to be taken by a Tenderer.

TENDER DOCUMENTS (TD)

Name - Evaluation
ENVELOPE of Action to be taken Mandatory submission. process
S docume by tenderer steps
nt
NO TD1. By the submission of NO ACTION NEEDED. N/A
ENVELOPE | Call for @ a tender, all
Tenders | requirements
mentioned in this
document will be
accepted by the
tenderer.
NO TD 2: ' To be filled in, X N/A
ENVELOPE | NDA signed and |, = .
submitted by the . allure to .Smelt a
Tenderer, all | signed NDA will prevent
members of a | the Tenderer from
Consortium (if | receiving further
applicable), all | information about the

subcontractors  (if
applicable) and third

parties (if
applicable) by a
duly authorised
person.

*If & once the
confidential
/RESTRAINT UE/EU
RESTRICTED
information is
received - new
Partners for a
Consortium,
subcontractors
and/or Third

Parties are added,
the Tenderer will
submit the NDAs
and EURI
templates  from
each of the new

Prevent PCP Project and
will not be able to submit
an adequate Tender.

* The document has to be
sent by emalil to

preventpcp -
procurement@kemea -

research.gr .
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o0

NO D 3

ENVELOPE | EURI
Templat
e

partners in
ENVELOPE A.
Until this point the
Tenderer that
already received
the RESTRAINT
UE/EU RESTRICTED
information is
responsible  and
liable for handling

of the RESTRAINT
UE/EU RESTRICTED
information by the
new partners.

To be filled in,
signed and
submitted by the
Tenderer, the
members of a
Consortium (if
applicable), the

subcontractors  (if
applicable) and third

parties (if
applicable).

*If & once the
confidential
/RESTRAINT UE/EU
RESTRICTED
information is
received - new
Partners for a
Consort ium,
subcontractors
and/or Third

Parties are added,
the Tenderer will
submit the NDAs

and EURI
templates  from
each of the new
partners in

ENVELOPE A.
Until this point the
Tenderer that
already received
the RESTRAINT

@ prevent pcp

X N/A

* Failure to submit a
signed EURI template will
prevent the Tenderer
from receiving further

information about the

Prevent PCP Project and
will not be able to submit

an adequate Tender.

* The document has to be
sent by email to

preventpcp -
procurement@kemea -

research.gr .
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ove
ENVELOPE
B
ENVELOPE
C
ENVELOPE
A

TD 4:

Technic
al Offer

TD 5:

Financia
| Offer
and
Cost
Breakdo
wn

TD 6:

Declarat
ion of
Honour

UE/EU RESTRICTED
information IS
responsi ble  and
liable for handling

of the RESTRAINT
UE/EU RESTRICTED
information by the
new partners.

@ prevent pcp

To be filled in, X Step 4
signed and

submitted by the

Tenderer.

In case of a

Consortium, the

single authorized

representative  of

the Consortium o]

as indicated in TD

7. Consortia

Statement o has to

sign this

document.

To be filled in, X Step 5
signed and

submitted by the

Tenderer.

In case of a

Consortium, the

single authorized

representative  of

the Consortium o]

as indicated in TD

7: Consortia

Statement 0 has to

sign this document

To be filled in, X Step 1
zll?t?ne’lﬂted agn;l fThis document hasto be
Tenderer, by all the filled ~all the
members of a the | Participants in the
Consortium (if | Tender.

applicable), by
subcontractors  (if
applicable) and by
Third  Parties  (if
applicable).
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ENVELOPE @ TD 7:

A Consorti
a
Stateme
nt

ENVELOPE | TD 8:

A Subcont
racting
Stateme
nt

ENVELOPE @ TD 9:

A Legal
Capacity
of the
Tendere
r
Stateme
nt

ENVELOPE | TD 10:

B Declarat
ion of
pre -
existing
rights

NO D 11:
ENVELOPE @ Framew
ork

To be filled in,
signed and
submitted by all the

members of a
Consortium  (only if
the Tenderer is

consisting of a

Consortium ).

To be filled in,
signed and
submitted (only if

the Tenderer has
subcontractors ).

To be filled in,
signed and
submitted by
Tenderer, by all the
members of a the
Consortium (if
applicable), by

subcontractors  (if
applicable) and by

Third  Parties  (if
applicable).

To be filled in,
signed and
submitted if pre -

existing rights of the

Tenderer, the
members of a
Consortium (if
applicable), the
subcontractors  (if
applicable) and third

parties (if
applicable) will be
part of the solution

to be developed for

the Prevent PCP
challenge.

To be filled in,
signed and
submitted by

@ preventpcp

X

* This document is NOT
necessary in case a
Tender is submitted by a
sole Tenderer or by a
Tenderer relying on
subcontractors and/or

Third Parties.

X

* This document is NOT if
a Tenderer does not have

subcontractors.

X

* This document has to be
filled in by all the
participants in the
Tender.

X

* If  the Tenderer,
members of the
Consortium (if applicable),
subcontractors (if

applicable), and/or Third
Parties (if applicable) have
Pre-existing
rights/materials to be
used in the Prevent PCP
project, it is mandatory to
fill in and submit this
document.

NO ACTION NEEDED.

Step 1

Step 1

Step 1

Step 4

N/A
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NO
ENVELOPE

NO
ENVELOPE

NO
ENVELOPE

Agreem
ent

D 12:
PCP
Specific
contract
for
Phase 1

TD 13:
End of
Phase
1, 2, 3)
report

TD 14:
Report
main
results
and
lessons
learned
for

selected for Phase 1

Contractors.

In case of a
Consortium, the
single authorized

representative  of
the Consortium or

Lead Contractor fo)
as indicated in TD

7: Consortia
Statement 0 has to
sign this
document.

To be filled in,

signed and
submitted by
selected for Phase 1
Contractors
together with the
Framework
Agreement.

In case of a
Consortium, the
single authorized

representative  of
the Consortium or

Lead Contractor o)
as indicated in TD

7: Consortia
Stateme nt 0 has to
sign this
document.

Only to be filled in
and signed by the
selected
Contractor(s) at the
end of PCP-phase 1,
2 and 3.

Only to be filled in
and signed by the
selected
Contractor(s) at the
end of PCP-phase 1,
2 and 3.

@ prevent pcp

NO ACTION NEEDED.

NO ACTION NEEDED.

NO ACTION NEEDED.

N/A

N/A
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NO

ENVELOPE

NO

ENVELOPE

publicat
ion

TD 15:

PCP
Specific
contract
for
Phase 2

TD 16:

PCP
Specific
contract
for
Phase 3

2 Attention:

1 Allthe documents must be signed by a duly authorized person.

=a =

To be filled in,
signed and
submitted by
selected for Phase 2
Contractors.

In case of a
Consortium, the
single authorized

representative  of
the Consortium or

Lead Contractor

as indicated in TD
7: Consortia
Statement 0 has to
sign this
document.

To be filled in,
signed and
submitted by
selected for Phase 3
Contractors.

In case of a
Consortium, the
single authorized

representative  of
the Consortium or
Lead Contractor
as indicated in

7: Consortia
Statement 0 has to
sign this
document.

0

TD

@ prevent pcp

NO ACTION NEEDED. N/A

NO ACTION NEEDED. N/A

Please make sure

that all the necessary signatures and documents are in the correct envelope.
Failure to summit the documents in the correct envelope will lead to exclusion.
Tenderers that do not submit the mandatory documents will be excluded.

Should there be a missing document, the Lead Procurer has the right (but is not

obliged) to ask for the missing information. If the
necessary information within five
Procurer, it will lead to automat

Tenderer does not submit the

(5) days from the written request of the Lead
ic exclusion.
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9 Should there be any doubt as to any of these documents, Tenderers may be

requested to provide additional information. If the
necessary information within five

Tenderer does not submit the
(5) days from the written request of the Lead

Procurer , it will lead to automatic exclusion.

ANNEXES

ACTIONS

Name of
document
Annex 1. Table of
documents, related

actions and envelopes
(this document)

Annex 2. Techniques
and approaches to
Artificial Intelligence

Annex 3. Minimum
Documentation of the
Application
Annex 4. Processing
Agreement
Annex 5. Information

about the Public Buyers

Annex 6. Confidential
information about the
pilots

Annex 7. Preexisting
rights of public buyers

Annex 8. Escrow
agreement for the
Application.

Check if you have correctly filled in, signed
authorised person o0 and submitted in the
envelope all the necessary documents.

-by duly
correct

Al techniques that could apply to your solution.
NO ACTION NEEDED.

Minimum Documentation that shall be delivered with
the El application.

NO ACTION NEEDED.
European standard contractual clauses between
controllers and processors - if applicable for the pilot &
that will have to be signed by the Contractor at the
beginning of month 1 of Phase 3.
In case of a Consortium, the single authorized
representative of the Consortium or Lead
Contractor & as indicated in TD 7: Consortia
Statement & has to sign this document.

NO ACTION NEEDED.
Public information about the members of the Buyers
Group.

NO ACTION NEEDED.
Confidential information about the pilots that the
Tenderers, the members of a Consortium (if applicable),
the subcontractors (if applicable) and third parties (if
applicable) will receive after correctly filling in, signing
-by duly authorised person - and submit the NDA (TD2)
and EURI Template (TD3).

NO ACTION NEEDED.
Confidential information about the existing IPR from
the members of the Buyers Group that the Tenderers,
, the members of a Consortium (if applicable), the
subcontractors (if applicable) and third parties (if
applicable) will receive after correctly filli ng in, signing
-by duly authorised person - and submit the NDA (TD2)
and EURI Template (TD3).

NO ACTION NEEDED.
To be provided by technology vendor according to
national regulations, if applicable.

NO ACTION NEEDED.
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Annex 9. Escrow
agreement for the Data

Annex 10. List of
environmental, social
and labour law
obligations established
by Union law, national
legislation, collective
agreements or the
international
environmental, social
and labour conventions
which  tenders must
comply with.

& preventpcp

To be provided by technology vendor according to
national regulations, if applicable.

NO ACTION NEEDED.
List of conventions and treaties that the Tenderer, the
members of a Consortium (if applicable), the
subcontractors (if applicable) and third parties (if
applicable) have to comply with.

NO ACTION NEEDED.

124



ooe & preventpcp

Annex 3. Techniques and approaches to Artificial Intelligence

a) Machine learning approaches, including supervised, unsupervised and reinforcement
learning, using a wide variety of methods including deep learning.

b) Logic- and knowledge -based approaches, including knowledge representation,
inductive (logic) programming, knowledge bases, i nference and deductive engines,
(symbolic) reasoning and expert systems.

c) Statistical approaches, Bayesian estimation, search and optimization methods.
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